ITpunosxkenve Ne 5 K MUCbMY
MHHOOpa3oBaHusi PocToBckoit ob1actu
oT No

NHO®OPMAILIMOHHASA ITAMATKA
OJI4 OB YUAIOIINXCA OJ1 PASMELIEHNA
HA OOULNAJIBHBIX MTHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIO/Ie)KH B HWHTEpHETe CTaHOBUThCS OosbIle, a
IIKOJTbHUKM OJHU W3 CaMbIX aKTHMBHBIX MOJib30Baresned PyHera. Mexay Tewm,
TIOMMMO OTPOMHOTO KOJMUeCTBa BO3MOXKHOCTEM, MHTEPHET HeceT U IMPOoO/eMbl.
OTa nmaMsTKa [JoJKHa ITOMOUb Tebe 6e30macHO HaXOAUTHCS B CETH.

KowmribroTepHbie BUPYChI

KoMmnbroTepHbid BUPYC - 3TO Pa3HOBU/HOCTb KOMIIBIOTEPHBIX MPOrpamM,
OTJIMUMTE/bHONM 0COOEHHOCTbIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTb K pa3MHOKEHUIO.
B ponosiHeHWe K 3TOMY, BUPYChl MOTYT MOBPEAUTH WU TOTHOCTbE) YHUUTOXUTh
BCe (halinibl U ZlaHHbIe, TIOJKOHTPOJIbHBIE MT0/Tb30BaTe 0, 0T UMEeHHU KOTOPOTro Oblyia
3amyleHa 3apakeHHas MporpamMma, a Takke IOBpPeJUTb WIN [ake YHUUYTOXUThb
OTlepaljMoOHHYI0 CHUCTeMY CO BcemM (aliiamu B 1ie/ioM. B GoJbIIIMHCTBe C/lydaeB
PacCIipoCTPaHSIIOTCS BUPYChI Uepe3 UHTEPHET.

MeTozp! 3a1UThI OT BPEJOHOCHBIX MPOrPaMM:

1. MWcnonp3yl CcoOBpeMeHHble OlepalyOHHbIe CUCTEMBI, HMeRILue
Cepbe3HbIM YPOBEHb 3allJUThI OT BPEIOHOCHBIX MPOrPaMM;

2. [ocTosiHHO ycTaHaBnWBaW mnadyTh (LUQPOBbIE 3arIaTKHA, KOTOPhIE
AaBTOMATHUYEeCKH YCTaHABJMBAIOTCS C 1Ie/IbI0 AOPAabOTKH TIpOTpamMMbl) W JIPyTHe
OOHOB/IEHHSI CBOeH omepaljioHHOM cucteMbl. CKauuBaii HUX TOMBKO C
opuLmanbHOoro  caiita paspabotuvka OC. Eciu  cyijectByeT — pexuiM
aBTOMaTHUUeCKOro 0OHOB/IEHUSI, BK/IFOUH €T0;

3. PaboTaii Ha CBOoeM KOMIIbIOTEpe TI0J] TpaBaMH II0/7b30BaTessi, a He
aJIMUHHACTPATOpa. OJTO He TI03BOJIUT OOJIBIIIMHCTBY BPEAOHOCHBIX TPOTrPaMMm
VHCTa/IJTMPOBAaTbC Ha TBOEM TTePCOHA/IbHOM KOMITBIOTEpE;

4. Vicnonb3yy  aHTMBUDPYCHbIE TPOrPaMMHBIE  TIPOAYKTBI ~ HM3BECTHBIX
TIPOU3BO/INTEIEH, C aBTOMAaTHUYeCKHUM 0OHOB/IeHHEM 0a3;

5. Orpanuub (hU3MUecKuii ZOCTYM K KOMITbIOTEPY /it [IOCTOPOHHUX JIWL];

6. Vicnonb3yli BHelllHWe HOCUTeNu MHGOpMaluM, Takvie Kak (uiellika, JUCK
Wy (a1 U3 UHTePHeTa, TOJILKO U3 MPOBEPEeHHBIX UCTOUHUKOB;

7. He oOTKpbIBali KOMIIbIOTEPHBIE (Dailsibl, TOyUYeHHble W3 HeHaJeXXHBIX
HMCTOYHUKOB. [laxke Te (paitibl, KOTOpble MPUC/Ia/J TBOM 3HAKOMBIN. Jlyullle yTOUHU
y Hero, OTIIpaB/Isi/I JiU OH Tebe uX.

Cetu WI-FI

Wi-Fi - 970 He BU/] Tlepeiauy JaHHBIX, He TeXHOJIOTHS, a BCEro JIMIIL OpeH/,
Mapka. Eme B 1991 roay Hupjep/saHicKass KOMITAaHUWS 3aperucTpupoBaia OpeHp
«WECA», uro o6o3Hauasio cnoBocouetanue «Wireless Fidelity», KoTopbiii
TepeBOAUTCS Kak «0eCcripoBOiHast TOUHOCThY.



Ilo Haliero BpeMeHU fioliia Aipyras abbpeBuaTypa, KOTOpast sIB/ISIeTCS TaKOM
e TexHosioruer. DTo abOpeBuatypa «Wi-Fi». Takoe Ha3BaHuWe OBIIO [aHO C
HaMeKOM Ha CTaHJapT BbIcller 3BYKOBOM TexHuku Hi-Fi, uto B mnepeBoze
O3HauaeT «BbICOKAsi TOUHOCTbY.

Ia, 6ecryiaTHBIA WHTEPHET-AOCTYIT B Kade, OTe/sIX U a3pOIopTaXxX sBJISETCS
OTJINUHOM BO3MO>KHOCTBIO BbIXO/la B MHTepHeT. Ho MHOrve sKCrmepThl CUMTAIOT,
yTo 0611jeocTyTIHBIe Wi-Fi ceTu He AB/ISAIOTCS O€30MaCHBIMU.

CoBeTnbl M0 6e301acHOCTH paboThI B 00111eJOCTYTTHBIX ceTssx Wi-fi:

1. He nepeiaBaii cBor0 IMuHYy0 WHMOPMaIuio uepe3 obiefoctynHbie Wi-Fi
cetu. PaboTasi B HUX, KeslaTe/TbHO He BBOJWTH MapoJiu AOCTYTIa, JIOTUHBI U KaKue-
TO HOMEDa;

2. Vcionb3yi ¥ 0OHOBJISIA aHTUBUPYCHBIE TIPOrpaMMbI U OpaHaMayep. Tem
cambIM Thl 06e30macuiIb cebst OT 3aKauKy BUpPycCa Ha TBOe yCTPOUMCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun dyHKiuo «OOImMit goCcTyn K
daiinam u mnipuHTepam». [laHHasi (PYHKIUSI 3aKpbiTa IO yMOJIYaHUIO, OJHAKO
HEKOTOpbIe TT0/Ib30BaTe/T aKTHBUPYIOT ee /ISl y100CTBa MCIOb30BaHUS B paboTe
unu yuebe;

4. He wucnonw3yit mnybauuneii WI-FI gns mepejaud JIMUHBIX /IaHHBIX,
Harpumep, AJ1s1 BbIX0/a B COLIMa/IbHbIE CETH W/IW B 3JIEKTPOHHYIO TIOUTY;

5. Vcnonb3yh TONMbKO 3aljuiljeHHoe coeqrHeHue uepe3 HTTPS, a ne HTTP,
T.e. Mpy Habope BeG-azsipeca BBOIM UMeHHO «https://»;

6. B mobunbHOM TenedoHe oTkmtoun ¢yHKiuio "Tloakmouenue K Wi-Fi
aBToMatuuecky". He [omyckal aBTOMaTWUUeCKOrO TOJK/IFOYEHUs YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

CoupanbHble CeTH

CoruanbHble CeTH aKTUBHO BXO/SIT B HAIIly yKU3Hb, MHOTHE JTFOAU paboTatoT
Y )KUBYT TaM TIOCTOSIHHO, a B Facebook y>ke 3apeructprpoBaH Muaivap/, 4eyioBek,
UTO SIB/ISIETCS OHOUW CeIbMOM BCEX >KUTeJIed MiaHeThbl. MHOrMe moJib30BaTeu He
MOHMMAIOT, YTO MH(OpMaLUsi, pa3MellleHHass UMU B COLIMATIbHBIX CETSIX, MOXKET
ObITh HalifleHa W HCII0/Ib30BaHAa KeM yrOlHO, B TOM YHC/e He 00s3aTe/bHO C
6/1arMMU HaMepeHUsIMHU.

OCHOBHbBIE COBETHI MO 6@30TTaCHOCTH B COLIMA/IbHBIX CETSIX:

1. Orpanuub crMcOK aApy3eid. Y Tebss B [Jpy3bsiXx He [JO/DKHO OBITh
C/Ty4YalHbIX U He3HAKOMBIX JIFO/IEeU;

2. 3aMiaid CBOKO YacTHYK >XM3Hb. He yka3sbiBall maposiv, TenegoHbl,
ajpeca, JaTy TBOero pOXAeHWS U [PYryl0 JIMYHYH0  UH(POpPMALUIO.
3/10yMBIIIJIEHHUKU MOTYT UCIOJIb30BaTh JlaXke MH(OPMALMIO O TOM, KaK Thl U TBOU
pOAUTe Y TIJIAaHUPYeTe TIPOBECTU KaHUKYJIbL;

3. 3amuiiaii CBOIO peryTaLMi0 - JIEP)KA ee B UMCTOTe W 3ajaBaii cebe
BOTIPOC: XOTeJT ObI ThI, UTOOBI IPYTHe TI0/Ib30BaTe/ BUJIEH, UTO ThI 3aTPy’Kaelllb?
[Tomymaid, TIpeke ueM 4To-TO OITyO/IMKOBATh, HAIMMCATh U 3aTPy3HUTh;

4. Ecv Thl TOBOPUILIB C JIFObMU, KOTOPBIX He 3Haelllb, He UCI0/b3yHd CBOE
peasibHOe UMS Y [IPYTYI0 JIMYHYHO MUH(POpPMAaLUU: UMS, MECTO >XUTeIbCTBA, MECTO
yueObl U Tipouee;



5. U36eraii pa3memnienus ¢otorpacduii B VIHTepHeTe, T/je Thl 300pakeH Ha
MEeCTHOCTH, 110 KOTOPOM MOJKHO OIpeZie/IUTh TBOe MeCTOII0/IOKEHHE;

6. [Ipu perucTpaliu B COL[MA/JIBHOM CeTH HeoOXOAWMO WCIOb30BaTh
CJIO’KHBIE TIapOJIU, COCTOsIIIMe U3 OYKB U 1P U C KOJIMUeCTBOM 3HAKOB He MeHee
8;

7.lnd couuasbHOM CeTH, TIOUThl U JIDyTUX CalTOB HeoOX0oauMOo
WCTI0JTb30BaTh pasHble maposid. Torga eciu Te0si B3/IOMaroT, TO 3/I0YMbILIJIEHHUKU
MoJIyyaT JOCTYI TOJIbKO K OJHOMY MECTY, a He BO BCe Cpa3y.

OJIeKTPOHHbIE IeHbI'U

ONeKTpOHHbIE JIeHbI'M - 3TO OueHb y/00OHBbIM crocob TiaTexkel, OAHAKO
CYLL[eCTBYIOT MOLIIEHHUKH, KOTOPbIE XOTST MOJyYUTh 3TH J€HBIU.

ONeKTPOHHbIE [IeHbI'M MOSIBWIWCH COBCEM HeAaBHO U UMEHHO M3-3a 3TOr0 BO
MHOTUX TOCYZAapCTBax [0 CUX MOpP He MPOIKMCAaHO NP0 HUX B 3aKOHAaX.

B Poccuu ke oHM (DYHKIJMOHUPYIOT U O HUX Y’Ke TIPOIKCaHO B 3aKOHe, T/e
VX pa3fessitoT Ha HeCKOJIbKO BUJIOB - aHOHMMHbIE M He aHOHUMHbIe. Pa3Huila B
TOM, UTO aHOHHMHBIE - 3TO Te, B KOTOPBIX pa3pelliaeTcsi ITPOBOAUTD orepariuu be3
W eHTU(PUKALIUU [10/Tb30BaTessl, a B HLAHOHUMHBIX UeHTHU(PUKALIUS MT0/Tb30BaTesst
ABJISIETCS 00s13aTeTbHOM.

Takke cyefyeT pasaMyaTb S/7€KTPOHHbIe (HaTHble [JeHbrd (paBHBI
roCy/JapCTBeHHBbIM Ba/il0TaM) U 3/IeKTPOHHble HeduaTHble [eHbr'd (He paBHbI
roCyZlapCTBEHHBIM Ba/IFOTaM).

OcHoBHbIe COBeThI 110 6e30macHo paboTe C 371eKTPOHHBIMU IeHbraMu:

1. TlpuBs>ku K cyeTy MOOWIbHBIM TenedoH. OTO camblii YAOOHBIA U
ObICTpPBIM CrTOco0 BOCCTAHOBUTH [JOCTYN K cueTy. IIpuBsizaHHBIM TesedoH
TIOMOYKeT, eciu 3a0y/elllb CBOM IUIaTeXHBIM Mapo/b WM 3ailifielllb Ha CalT C
HE3HAaKOMOI'0 YCTPOMCTBA;

2. Vcrionb3yin opHOpa3oBble maponu. Ilocsie mnepexofa Ha YCUJIEHHYRO
aBTOpU3aLvio Tebe yke He OyZieT yrpokaTh OIMACHOCTh KpPa)kKh WM TiepexBaTa
TI7IaTEXKHOTO MapoJisi;

3. Beibepu c/1o>kHBIM Taposib. [IpecTymHMKaM OyJeT He MPOCTO yrafaTthb
CJI0XKHBIW Maposib. Haje)xHble maposu - 3TO Napoyiu, KOTOpbIe coZiepKaT He MeHee
8 3HAaKOB U BKJHOYAIOT B cebsi CTpOuUHble M TIPOMUCHBbIe OyKBbI, LUGPbI U
HECKOJIbKO CUMBOJIOB, TaKMe Kak 3HaK [jo/iylapa, (hyHTa, BOCK/IWLIATE/TbHbIM 3HaK U
1.11. Harpumep, $tROng!;

4. He BBO/IY CBOM JIMUHBIE JaHHbIE Ha CaliTaX, KOTOPbIM He Zi0Bepsiellib.

DJIeKTPOHHAas 1oyYTa

DO/NeKTPOHHas TouTa - 3TO TeXHOJOTHSI U MpPeJOCTaB/sieMble €0 YCIYTH T10
TiepechblIKe Y MOJyUeHUI0 37IeKTPOHHBIX COO0IL[eHUM, KOTOphIe pacrpezesisitoTcs B
KOMIIbIOTepHON ceTH. OOBIYHO 3/IEKTPOHHBIM TIOUTOBBIN AWK  BBITJIAJUT
cyiepytoiM 06pa3oM: UMsI_T0/ib30BaTe s i@uMsi_JoMeHa. Takke KpoMe TiepeZiaun
TIPOCTOr0 TEKCTa, UMeeTCsI BO3MOKHOCTh Mepe/iaBaTh (Paisibl.

OcCHOBHBIE COBeTHI 10 Oe30macHo paboTe C 3/IeKTPOHHOM TOUTOM:

1. Hajmo BbIOpaTh mMpaBWIbHBINA TIOUTOBLIN cepBUC. B uHTepHeTe ecCTh
OrpOMHBIM BHIOOP OecryIaTHBIX ITOUTOBBIX CEPBUCOB, OZJHAKO JTyUIlle JOBEPSITh TEM,
KOT'O 3Haelllb U KTO MepPBbIM B PEUTUHTE;



2. He yka3sbiBali B IMUHOM TOUTe JIMUHYIO MH(opMaluto. Hanpumep, nyurie
BbIOpaTh «My3bIKa/lbHbIN_(haHaT@» win «pok2013» BMecTo «TteMal3»;

3. Vcrionb3yl [ABYX3TalHYH aBTOPU3aLMI0. JTO KOrja IMOMHMMO TMapoJs
HY>KHO BBOJUTB KO/I, IPUCbIIaeMbIii o SMS;

4. Beibepy C/I0>KHBIM Taposib. /st KayKZ0ro MoUYTOBOrO SAIUKA JO/DKEeH ObITh
CBOM Ha/le)KHbIM, YCTOMYMBBIN K B3/IOMY 1ap0Jib;

5.Ecum ectb BO3MOXHOCTb HanMCcaTb CaMOMY CBOW JIMYHBIM BOMPOC,
VICTI0J/Ib3YU 3Ty BO3MOXKHOCTB;

6. crionb3yy HECKOJbKO TMOUTOBBIX SIIIMKOB. [lepBbIM [/ 4aCTHOU
TepernucKy C ajipecaTaMu, KOTOPbIM Thl JOBepsielllb. DTO 371eKTPOHHbIN ajpec He
Ha/I0 UCI0/Ib30BaTh NPU PerMCTPaLiUM Ha popymax U caiTax;

7. He oTKpbiBail (halisibl U [pyrue BOXKEHUS B TMUCbMax, Aa)ke eC/lu OHU
TIPUIIJTA OT TBOWIX [Ipy3eil. JIyuille yTOUHU y HUX, OTIIPABJIS/IN U OHU Tebe 3TU
Gaiinbi;

8. Ilocne okoHyaHMsi pabOThI Ha TIOUTOBOM CepBUCEe Tiepefi 3aKpbITHEM
BKJIAJIKU C CAUTOM He 3a0y/ib HaXKaTh Ha «BBIATH».

KubepOy/imvHT WM BUPTYaIbHOE HU3/[eBaTeIbCTBO

KubepOynmuHr -  mipecjieloBaHWe  COOOIIEHUSIMM,  COZepKalluMu
ockopbJieHus, arpeccutro, 3aryruBaHue; XYJIUTaHCTBO; COLIAJIbHOE
OOKOTUpPOBaHMe C TIOMOIIbIO Pa3/IMYHbIX UHTePHET-CePBUCOB.

OcHOBHBIE COBeTHI M0 60pbOe ¢ KnbepOy/TMHIOM:

1. He Gpocaticst B 60it. JIyummmii crioco0: MoCOBeTOBAThCS KakK cebst BeCTH U,
eC/id HeT TOro, K KOMY MOKHO 0OpaTUTbCs, TO BHadaje YCIOKOUThCSA. EcCau ThI
HauHeIllb OTBeuaTb OCKOPOJeHHSIMA Ha OCKOpPO/EeHHS, TO TOJILKO ellje OOoJIbIie
Pa3oKelb KOHPIUKT;

2. YnpaBnsiii cBoei KubeppernyTaliyei;

3. AHOHUMHOCTb B ceTW MHUMasi. CyIlleCTBYIOT CIOCOObI BBISICHUTb, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCcTH Xy/JWraHCKud o0pa3 BUpTyasbHOW >XU3HU. VIHTepHeT
dbuKcupyeT Bce TBOM AEWCTBUSI M COXPaHseT UX. YAanuTh uX OyJer KpaiiHe
3aTpy/JHUTE/IBHO;

5. Cob6uroziaii CBOI0 BUPTYaJIbHYIO UYeCTh CMOJIOAY;

6. UrHopupyii eauHWuHBIM HeraTwB. (OHOpa30Bble OCKOpPOUTE/bHbIE
cooOljeHus1 Jiydille UWTHOpUpoBaTh. OOBIUHO arpeccdsi TipeKpalljaeTcss Ha
Haya/bHOM CTa/IuH;

7. Ban arpeccopa. B mporpamMmmax o6mMeHa MrHOBEHHBIMU COOOIIeHUSIMH, B
COLIMANBbHBIX CEeTSX €eCTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPAaBKU COOOIIeHW C
orpe/iesieHHbIX a/lpecoB;

8. Eciiu Th1 cBUeTeNnb KubepOyimHra. TBou JeiiCTBUS: BHICTYTIUTD ITPOTUB
ripecsiefjoBaTessi, MOKa3aTb €My, UTO ero [JelCTBUSl OLIeHWBAKOTCS HeraTUBHO,
TO/IIep>KaTh >KepTBY, KOTOPOM HYy)KHa IICHUXOJ0TAYecKass TOMOI[b, COOOIIUTh
B3POC/BIM O (paKTe arpeCCUBHOTO TOBEIEHUS B CETH.

MobusbHBIM TesedoH

CoBpeMeHHble cMapThOHBI U T/IAHIIeThI CofiepKaT B cebe BIO/IHE B3POC/IbIM
(GyHKLUMOHaNA, W Telnepb OHW MOTYyT KOHKYPHUPOBaTb CO CTaLMOHAPHBIMU



KomrbioTepamMu. O/IHAKO, CPe/ICTB 3allUTHI [/l TI0J0OHBIX YCTPOWCTB IMOKa OUeHb
Mano. TecThpoBaHMe M TOWCK YS3BUMOCTeH B HHUX IIPDOMCXOJUT He TakK
WHTEHCUBHO, Kak Ayisi [TK, To »ke caMoe KacaeTcsi U MOOM/IbHBIX TIPUJIOYKEHUIA.

CoBpemeHHble MOOWIbHbIE Opay3epbl yXKe TPAKTUYECKW [IOTHa/IU
HaCTOJIbHbIE aHAJIOTH, OJHAKO paciiupeHue (YHKIMOHa/la BjedeT 3a Co0oM
OOJIBIITYIO CJIO)KHOCTh ¥ MEHBIITYIO 3allUII[eHHOCTb.

Maneko He BCe TMPOU3BOAUTENM BBIMYyCKalOT OOHOB/IEHHUs, 3aKpbIBalOLUe
KpUTHYECKHE YSI3BUMOCTH [I/Isl CBOMX YCTPOMCTB.

OCHOBHBIE COBeTHI /1J1s1 6€301acCHOCTY MOOUIBHOTO TesledoHa:

Hudero He siBjisieTcsi To-HacTosieMy OecruiaTHBIM. ByZib 0CTOpOXKeH, Befib
Korja Tebe Tipe/iaratoT OecCriyiaTHBIM KOHTEHT, B HEM MOTYT ObITh CKDPBIThI KaKue-
TO TJIaTHBIE YCIYTH;

Hywmaii, ripexxzie yeM oTnpaBuTb SMS, Goto wnu Bueo. Thl TOUHO 3Haelllb,
rfie oHU OyIyT B KOHEUHOM UTOTe?

Heob6xo11M0o 06HOB/ISATE OTEPalMOHHYH0 CUCTEMY TBOETO CMapT(oHa;

Vicrosib3y#t aHTUBUPYCHBIE TIPOTPaMMBbI it MOOU/TBHBIX TesiehOHOB;

He 3arpyskali mpuao)KeHus OT HeU3BeCTHOIO MCTOYHMKA, Belb OHU MOTYT
coJieprkaTh BPeJJOHOCHOe MporpaMMHOe obecrieueHue;

[Tocsie TOro Kak Thl BbIilelllb C CaidTa, TJe BBOAWI JUYHYIO UH(OPMALUIO,
3ali/[1 B HaCTPOMKM bpay3epa U yaanu cookies;

[Tepuogruecky TIpoBepsiid, Kakue IJlaTHble YCJIYyTU aKTUBMPOBAHbI HA TBOEM
HOMepE;

Iapaii cBoii HOMep MOOWUIBLHOTO TenedoHa TOMBKO JHOASM, KOTOPBIX Thl
3Haelllb ¥ KOMY /I0Bepsielllb;

Bluetooth fgo/keH OBITH BHIKIIOUEH, KOTJla Thl UM He TIOb3yelibcs. He
3a0bIBaii UHOT/Ia TIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHble  OHJIAWH-UTPbl - 3TO KpacoOuHble, 3axBaThbIBalOLIMe
pa3BiieueHusi, 0OBeAUHSIONINEe COTHU THICSY YesioBeK IO BcemMy MUpy. Mrpoku
WCC/IeYIOT JaHHBIM UM MUp, OOIIAOTCS APYr C JPYrOM, BBLITIOJHSIIOT 3ajjaHus,
CpaKaroTCsi C MOHCTPaMM M TIO/yYarOT OMbIT. 3a Yy/IOBOJILCTBHE OHU IIATST:
TMOKYTIal0T JUCK, OT/IauMBalOT abOHEMEeHT WX TTPUOOpeTaroT KakKue-TO OITLUH.

Bce 3Tu cpescTBa UAyT Ha NOJ/ep/KaHre U Pa3BUTHE UIPbI, @ TAKXKE Ha Camy
6e30MacHOCTb: COBEpIIIEHCTBYIOTCS CUCTeMbI aBTOPW3allU, BBITYCKAlOTCS HOBbIE
natuu (LU@pOoBbIe 3ar/IaTKU AJ1s1 IPOrpaMM), 3aKpbIBalOTCS YSI3BUMOCTH C€PBEPOB.

B mopo6HBIX Wrpax CTOMT OracaThCsl HE CTOMBKO CBOUX COIEPHUKOB,
CKOMIbKO Kpaku TBOEro IapoJis, Ha KOTODOM OCHOBaHa CHCTeMa aBTOPH3alUuU
OOMBIITUHCTBA UTP.

OCHOBHBIE COBeThI TI0 Oe30TMaCHOCTH TBOEr'0 UTPOBOT0 aKKayHTa:

1. Eciiu apyroit urpok BefieT ce0si MI0X0 WK cO37iaeT Tebe HENPUATHOCTH,
3a0/IOKMPYM €ro B CIHMCKe UTPOKOB;

2. Tloxkanylics agMUHMCTpaTOpaM Wrpbl Ha IIJIOXOe TIOBe/leHHe 3TOro
UTPOKa, ’KeslaTebHO MPU/IOXKUTh KaKhe-TO /J0Ka3aTebCTBA B BU/le CKPUHOB;

3. He yka3biBail TMuHY10 MH(GOPMALMIO B TIpO(aiisie Urpsbl;

4. YBa)Kaul ApPYrux y4aCTHUKOB T10 UTDE;



5. He ycraHaBivBaii HeouiyaabHble TTaTYU U MO/bI;

6. Vcrionb3yM C/10)KHbIE Y Pa3Hble [1apoJIy;

7. [Haxe BO BpeMs WUIpbl He CTOUT OTK/IOYaTb aHTUBUPYC. [loka TbI
urpaeliib, TBOM KOMITbIOTED MOTYT 3apa3uTh.

@UIIVHT WM KPaXka JIMUHbIX TaHHBIX

OObIUHOM Kparkeli /leHeT U JIOKYMEHTOB CErOJHS YK€ HUKOrO He YIUBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TeXHOJIOTMM 3/I0yMbIIIJIEHHUKA TlepeMeCcTHUINCh B
VHTEPHEeT, U TIPO/I0JKAI0T 3aHUMAThCS «THOOMMBIM» JIEIOM.

Tak mosiBUIach HOBasi yrpo3a: WHTEepPHET-MOLLIEeHHWYEeCTBa WX (DUILIMHT,
rJlaBHasi 1je/lb KOTOPOrO COCTOUT B TOYyYEHUM KOH(UIEeHLUATbHBIX [aHHbIX
T10Jib30BaTesield - JIOTMHOB U maposieid. Ha anrsuiickom sisbike phishing unrtaercs
Kak uinuHr (ot fishing - peiGHast i0B/1s1, password - 1apoJib).

OcCHOBHbIe COBeTHI 110 60pb0e ¢ PUITHHTOM:

1. Cneau 3a cBOoMM akkKayHTOM. Eciu Thl mojjo3peBaelllb, YTO TBOSI aHKeTa
Obula B3/IOMaHa, TO HeoOXoAWMMO  3ab/lOKWpOBaTb €e W COOOIIUTH
a/IMUHUCTpATOpaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Vicrionb3yii 6e30macHbie BeO-CalThl, B TOM UHC/Ie, UHTEPHET-Mara3uHoB U
TIOMCKOBBIX CUCTEM;

3. Ucnonb3yil cloXHbIe W pasHble mMaposid. TakuM obpa3oMm, eciu TeOst
B3/I0MarOT, TO 3J/IOYMBIIIJIEHHUKH TIOJyYaT AOCTYIl TOMBKO K OJJHOMY TBOEMY
npodu/Ito B CETH, a He KO BCeM;

4. Ecm Tebs B3/omand, TO HeobOX0oAWMO TIpeAymnpeauTh BCeX CBOUX
3HAaKOMBIX, KOTOpbIe J00aB/ieHbl y TeOsT B PY3bsiX, O TOM, UTO TeOs B3/IOMasid H,
BO3MO>KHO, OT TBOEro UMeHH Oy/ieT pacChlaThbCs CllaM M CChITKUA Ha (PUIITMHTOBBIE
CalThI;

5. YcraHoBU HafiexHbIM Tlaposib (PIN) Ha MoOubHBIHN TenedoH;

6. OTKII0UM coXpaHeHUe TapoJisi B 6pay3epe;

7. He oTKpbiBail ¢halinbl U Jpyrue BAOXKEHUS B THUCbMax, /ake eC/lu OHU
TIPUIIJTA OT TBOMIX Jpy3e. JIyuille yTOUHU y HUX, OTIIPABJIS/IU JIU OHU Tebe 3TU
(daubl.

udposas penyTtarus

[Mudposasi pemyTaius - 3TO HeraTWBHas WK TO3WTHMBHas WHbOpMaLUs B
cetu o Tebe. KommpomeTupytoijasi mHbopMalusi, pa3MmellleHHas B WHTepHeTe,
MO>XET Cepbe3HbIM 00pa30M OTpa3UThCS Ha TBOeW peasibHOM Ku3HM. «lludpoBas
pernyTaiusi» - 3T0 TBOM UMUK, KOTOPbI (hopmupyetcs u3 nHdopmaiuu o Tebe B
VHTEepHeTe.

TBoe MecTO JKUTeNbCTBa, YyueObl, TBOe (MHAHCOBOE TIOJIO’KEHUeE,
0Cc00eHHOCTH XapaKTepa U paccKasbl 0 O/IM3KUX - BCe 3TO HAKAIJIUBAeTCsl B CETH.

MHorue TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K TyOMMKaruv JTUYHOU
vHbopmaluu B VIHTepHeTe, He MOHMMasi BO3MOXXHBIX TOC/IeCTBUM. Thl Jaxke He
CMOXKeLllb ZI0raZiaTbCsl 0 TOM, 4TO (hoTorpadusi, pa3MeleHHast 5 JieT Ha3a/, CTajaa
TIPUYMHOM OTKa3a MPUHSTH TeOst Ha paboTy.

KomMMmeHTapuy, pa3meliieHre TBOUX (ororpaduii U Apyruve AeicTBUS MOTYT
He MCUe3HYThb JlaXke T0C/Ae TOro, KaKk Thl MX yJanuillb. Thl He 3Haelllb, KTO
coxpaHw/1 3Ty wuWH(GOpMAaLUIo, TMorajsa /U OHa B TIOMCKOBbIE CHUCTEMbI H



COXpaHW/Iach JIU OHa, a TJIaBHOe: UTO TIOJyMalOT O Tebe OKpYy’Karolfue JIFOH,
KOTOpbIe HAaWAYT U yBUAAT 3T0. Halit nHbOpMAaIli0 MHOTO JIeT CITyCTSI CMOYKET
mo6oii - Kak U3 A0OpbIX MOOYKAEeHUM, TaK U C HAMepeHHeM NPUYUHUTDL BpeJ. JTO
MO>KeT OBbITh KTO YTOZHO.

OCHOBHbIE COBETHI T10 3aIuTe I[UhPOBOI peryTalyu:

1. TTomymati, mpexkzie uemM UTO-TO MyO/IMKOBATh U TiepejaBaTh y cebsi B 6Jiore
WM B COLIMA/ILHOM CeTy;

2. B Hactpolikax mpodwuisi yCTaHOBU OrpaHUYEHHsS Ha MPOCMOTP TBOEro
npodu/isi ¥ ero Co/lepXKMMOro, cjiejiali ero TOJbKO «JJIs1 APY3eii»;

3. He pa3melniaii 1 He yKa3biBaki MH(GOPMALMIO, KOTOpasi MOXXET KOTo-1100
OCKOpPOJISTh WK 00MXKaTh.

ABTOpCKOe 1mpaBo

CoBpeMeHHble IIKOJLHUKA - AaKTHBHBbIE TI0/h30BaTe/d  LW(POBOTrO
npoctpaHcTBa. OfHAaKO [Jaseko He BCe 3HAKT, 4YTO M0/b30BaHME MHOTMMHU
BO3MOXXHOCTIMH ~ [UPpoBOro  mupa TpebOyer  cobOofeHWss TmpaB  Ha
VHTEe/UIeKTya/IbHYI0 COOCTBEHHOCTb.

TepMyUH «UHTe/IEKTya/lbHasi COOCTBEHHOCTh» OTHOCUTCS K Pa3/TMUHBIM
TBOPEHUSIM UeJIOBEUECKOTO yMa, HauWHasi C HOBBIX H300peTeHWH U 3HAKOB,
0003HavaOIMX COOCTBEHHOCTb Ha MPOJAYKTBI M YCIYTH, M 3aKaHUWBasi KHUTaMH,
dboTtorpadusiMmu, KUHOGUIEMaMH U My3bIKa/IbHbIMU TTPOU3Be/IeHUSIMHU.

ABTOpCKMe TipaBa - 3TO IpaBa Ha WHTe/JIEKTya/llbHyl0 COOCTBEHHOCTb Ha
TIpOM3Be/leHUs] HayKW, TUTepaTyphbl U UCKYyCCTBAa. ABTOPCKMe TpaBa BBICTYMAIOT B
KauecTBe rapaHTHU TOTO, UTO WHTe/IeKTya/IbHbIN/TBOPUECKUM TPY[ aBTOpa He
OyzmeT HampacHbIM, JAacT €My CITpaBe//IiBbie BO3MOXXHOCTH 3apaboTaTh Ha
pe3yJsibTaTaXx CBOEro TPy/a, IMOJYYATb W3BECTHOCTb W TIpu3HaHWe. HukTo 6e3
paspellleHUsi aBTOpa He MO)KeT BOCIPOU3BOAUTL €ro IIpou3BefieHue,
pacIpoCcTpaHsTh, IyOJUYHO [IEeMOHCTPHUPOBATh, TIPOZABAaTh, HMIIOPTHPOBATH,
MyCcKaTh B TIPOKAT, MYOJIMUYHO WCITO/HATD, MOKA3bIBaTh/UCTIONHATh B 3hHUpe WM
pa3MelijaTh B VIHTepHeTe.

Vcrnosib30BaHHe — «IIMPAaTCKOTO»  TIPOrpaMMHOr0  obecrieueHUsT MOJKET
IIPUBECTY K MHOTMM pHCKaM: OT TIOTepH JaHHLIX K TBOMM aKKayHTaM [0
OJIOKMPOBKU TBOEro yCTPOWCTBa, I[ie yCTaHOBJeHa HeserajbHasi rporpamMma. He
CTOUT Takke 3a0bIBaTh, UTO CYIECTBYIOT JieTajbHble U OecriaTHbIe NMPOrpaMMbl,
KOTOpble MO>KHO HalTH B CETH.

O noprane

CeTeBUYOK.pd - TBOM I'/IaBHBIN COBETUYMK B CETU. 37ieCh Thl MOXKEIIlb Y3HAThb
0 6e30MacHOCTH B CETH MOHSATHBIM U AOCTYITHBIM SI3BIKOM, a TPH BO3HUKHOBEHUU
KPUTHUECKON CUTyallud O0OpaTHUTHCS 3a COBETOM. A TakKe MPUHATH ydacThe B
KOHKYpCax U CTaTh CAMbIM ITU(POBLIM IPayKJaHUHOM !



