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HdenapTaMeHT rocyfapCTBEHHOM NOAUTUKKW B  cdepe  obuero
obpa3oBaHna MnHobpHaykm Poccumn HanpasnseT ansa ceefeHns paspaboTaHHble
BpemeHHOM komuccmen CoseTa dPegepaunun no pasBuUTUIO MHGPOPMALMOHHOIO
obLlecTBa MeTOoANYECKME PEeKOMeHJaLMN O pa3MeLlleHUN Ha NHPOPMaLMOHHbIX
cTeHOax, oduuUUanbHbIX WHTEepHeT-cauTax W Agpyrux WUHPOPMALMNOHHbBIX
pecypcax obuieobpa3zoBaTesibHbIX OpraHM3aunuin U OpraHoB, OCYLLECTBASAIOWMNX
ynpasneHvne B cepe obpasoBaHus, nHhpopmaumm o 6esonacHoM nosefeHUN w
ncnonb3losaHum cetn "NHTepHeT".

OunpekTop enapTaMeHTa
A.E.NNETPOB

MpunoxxeHne
METOOWNYECKWE PEKOMEHOAL NI
O PASMELLEHWN HA NHO®OPMALIMOHHbBLIX CTEHOAX, O®ULNAJTIbBHbBIX
WHTEPHET-CANTAX W OPYTUX NHOOPMALIMOHHbLIX PECYPCAX

OBLLEOEPA30BATEJIbHbIX OPFAHU3ALMIA 1 OPFAHOB,
OCYLLECTBAAKOLWNX

YMPABJIEHVWE B COEPE OBPA3OBAHUA, NHOOPMALIMN O BESONACHOM
NOBEAEHUWN N NCMNOJIb3OBAHNW CETU "MHTEPHET"

JkcnepTtaMn n 4ieHamu BpemeHHon komuccum CoseTa depepaumm no
pasBUTUIO NH(POPMaLMOHHOIro obWwecTBa B paMKax BbINOJIHEHUS peKoOMeHaau NN
napaaMeHTCKUX CnywaHuin "AKTyanbHble BOMpocbl obecnevyeHns 6esonacHoOCTH
N pasBuTUa pgeten B UHOOPMALMOHHOM MPOCTPaHCTBE", KOTOpble Npowsv B
CoBeTte ®epepauun 17 anpensa 2017 r., 6bbianm paspaboTaHbl MeToAMYECKME
pekoMeHOauun o0 pasMelleHUn Ha UHEPOPMALMOHHbLIX CTeHAaX, oPpuumanbHbIX
WHTepHeT-canTax 7 Apyrux MHMOPMALMOHHbLIX pecypcax
obweobpa3zoBaTesibHbIX  OpraHmM3auuin MW  OpPraHoB,  OCYLLUECTBJISAOLLMX
ynpassieHne B cepe obpasoBaHusa, MHPopMauum o besonacHoM noseneHuUn n
ncnonb3oBaHun cetn "HTepHeT" (Oanee - MeTognYeCckme pekoMeHgaumm).

MeToan4yeckme  pekoMeHAauunm  HanpaBsieHbl Ha  KayeCcTBEHHoe
MOBbILWLEHNE YPOBHS MHGPOPMAUMOHHON AesaTenbHoCTU obuweobpazoBaTesibHbIX
OpraHu3aumm W1  OpraHoB, OCYLECTBASAKWMX YyrpaBieHne B  cqepe
obpa3oBaHMA, B HacTU MHMOPMUPOBAHNSA yHaLLUXCA, UX poauTenen (3aKoHHbIX
npeacTtasmTenen) m negarorn4yeckmx paboTHUKOB 06 OCHOBHbIX acnekTax
MHGpOopMaLMOHHON Be3onacHOCTM.

MeTogmnyeckme  pekoMeHZauunm no3eBonaT  obuieobpa3oBaTesibHbIM
opraHmM3aumMsaM W opraHaMm, OCYLWEeCTBASWMUM YyrpaBJieHne B cdepe



obpa3oBaHNs, aKTyaaM3MpoBaTb YXE WUCMOJIb3yeMble W pa3MelleHHble
NHpOoPMaLMOHHbIE MaTepuasbl, TakK N NOAFOTOBUTb UX B C/lydae UX OTCYTCTBUSA
C YH4ETOM NYYLWMX MPaKTUK U peKoMeHaauUnn.

B pamMkax MeToOMYeCKMX peKoMeHAaLui paccMaTpuBaloTCa crepylouime
NHCTPYMEHTbI:

1. nHpopMaunMOHHbIE CTeHabl;
2. opmumanbHble UHTEPHET-pecypcChl;

3. cpencTea MaCcCOBOW NHgopmMaLnm (LwKoNbHbIE raseThl,
negarorn4yeckme usgaHua n gpyrue).

NHpopMaUMOHHbIE CTEeHObI

Ha nHpopMaunoHHbIX cTeHAax B obweobpa3oBaTesibHbIX OpraHmM3aunsx,
pacrnosioXXeHHbIX B ¢done y4ypexageHun wmn B KabuHeTax, OCHALLEHHbIX
nepcoHasbHbIMN  yCTpOACTBaMW  ONna  Bbixoga B  ceTb  "WIHTepHeT",
pekoMeHAyeTCa pa3MecTUTb WHPOPMALMOHHbIE MNaMATKU, cohepXxalime
OCHOBHble coBeTbl Mo obecneyeHuto UMHGpOPMaLMOHHOM 6He3onacHoCTuU
y4yalumxcs.

B npunoxeHun N 1 K MeTOAMYECKMM peKkoMeHaauusaMm npencrtasiieH
obpa3eu NaMAaATKM ONs pasMeleHnsa Ha MHPOPMALMOHHbLIX CTEHOAX.

CpencTtBa MaccoBom MHMopMaLmn

B cpeactBax  MaccoBoMm  MHoOpMauuUnM,  OPUEHTUPOBAHHbLIX  Ha
obyvalwmMxcsa, pekoMeHAyeTcas B TedyeHue YyyebHOro roda perynsipHo
nybnmkoBaTb WHPOPMALUMNOHHbLIE MaTepuasbl, MNOCBALWEHHbIE OTAE/bHbIM
acnekTaMm uHgopMaumoHHON 6e30MacHOCTM, a TakKXXe pa3/InyHble MaMATKU
obLiero xapakTepa.

B cpencTtBax MaCCOBOM nHopMaLuwn, OPUEHTUPOBAHHbBIX Ha
negarorm4yeckyt obLiecTBeHHOCTb, PEKOMEHOYETCA B TeYeHMe KaJleHOapHOro
rona perynapHo nybnmkoBaTb MHMOPMaLMOHHbIE MaTepuasbl, NOCBALLEHHbIE
oTOeNIbHbIM acnekTam MHMopMaLNOHHON be3onacHoCcTH KakK
HeCOBEpPLUEHHONETHUX, TaK U obuleobpasoBaTeNbHbIX OpraHMU3aUnin, a TakXe
pa3finyHble NamMAaTKK, 0630pbl HOPMATUBHO-MPABOBOr0 pPeryJanpoBaHNa OaHHOW
chepbl U MHPOPMALMIO O aKTyaslbHbIX MeEpPOnpUATUAX N CODbITUAX B OaHHOW
chepe.

B xone nposeneHns EgnHoro ypoka no 6esonacHocTtn B cetn "NIHTepHeT"
pekomeHayeTcs obecne4ynTb BbINYCK TeMaTUYECKOro BbiMyCKka CpeacTBa
MaccoBon nHdopmauun nnbo cepun nybnmkaymnin, cpean KOTopbiX PaCCMOTPETb
OpraHM3oBaHHbIE MeponpuAaATUa ONns oby4valowmnxcsa, ux poautTenen (3akKOHHbIX
npeacTaBmTenen) n negarornyeckon obulecTBeHHOCTI.

OdununanbHble NHTepHeT-pecypchbl

Obuwieobpa3oBaTeibHbIM  OpraHMU3aUnsaM pPeKOMeHAYyeTCs Ha CBOUX
oL ManbHbIX NHTepHeT-pecypcax obecneynTb dhYHKUMOHNPOBaHMe
CaMOCTOATE/IbHOro ”n cneymnann3npoBaHHoOro pasgena "MHdopmMaunoHHas
6e3onacHOCTL", B paMKax KOTOPOro npefycMoTpeTb pasMelleHne crenyroLen
MHopMaLnn:

N | Pasgen/noppaspen dopmaT Conep>xaHue MmaTepuasnos
npencrassieH
na
MaTepwvasioB




1 | JlokanbHble Konun PasmMeLlaloTca KOMUM OOKYMEHTOB,

HOPMaTUBHbIE DOKYMEHTOB | T.e. CKAHMPOBaHHbLIN BapuaHT
AKThl B Ctepe | B ((opmMaTe | LOKYMEHTA, COOTBETCTBYHOLLUN
obecneyeHuns *PDF TpeboBaHNAM K rnapameTpam
WH(OPMaLMOHHON CKaHNpPOBaHUA. Pasmewatotcsa
B6e3onacHoCTH OOKYMEHTHI, pernamMmeHTupytoLme
obyyatoLmxcs opraHusauyuto n paboTy C

NepcoHaNbHLIMN  OAHHbLIMUK, TJ1AHbI
MeponpuaTuin  no  obecnevyeHuto

NHGOPMALMOHHOWN 6e3onacHoCTK

oby4arowmxca n gpyrue.
2 | HopmaTuBHoOe Konuwn Myb6nunkytoTcs aKTyaJlbHble
perynmpoBaHune OOKYMEHTOB | cBefeHuss 0  dedepajibHbIX U
B (dopMaTe | permoHajibHbiX 3akKoHaX, NuUCbMax
*PDF OpraHos BJ1ACTM n apyrve

HOPMaTMBHO-NPaBOBble OOKYMEHTbI,
pernameHTupytowme obecnevyeHune
NHGOPMALNOHHOWN 6e3onacHoCTK
HECOBEpPLUEHHOIETHUX.

JonyckaeTcs BMeCTO KOMNnn
pasMewaTb rMNepCccbiKn Ha
COOTBETCTBYHOLWMNE [OKYMEHTblI Ha
CaTax OpraHoB rocygapCTBEHHON

BJ1IaCTW.
3 | Meparornyeckum TekcT Ha | Pa3MewatoTcA MeToaou4yeckume
paboTHUKaM CTpaHuue pekoMeHaauunm n yKa3blBaeTCH
canTa NHGOpMaL NS 0O  MeponpuAaTusx,
Konunu npoekTax n nporpamMmmax,
OOKYMEHTOB | HanpaBJIeHHbIX Ha rnoBblLLEHNE
B (¢opmMaTe | MH(OPMaLNOHHON rPaMoTHOCTU

*PDF negarorm4ecknx paboTHUKOB.
4 | Obyvatowmmcs TekcT Ha | PasmelwaeTcs MHpopMaLMOHHAaA
CTpaHuue namMaTKa (NpuaoxxeHune N 2) n
canTa yKa3blBaeTcs WHGOopMaL NS o}
MeponpuaTmnsXx, npoekTax n
nporpaMMax, HanpaBJIeHHbIX Ha
rnoBblLLEHNE NHOPMaLMOHHOWN

rPaMOTHOCTM 0OyYatoLnXCS.

5 | PooguTtensam TekcT Ha | PasmelwaeTcs MHpopMaLMOHHAA
(3aKOHHbIM CTpaHuue namMaTka (npunoxexHune N 3).
npeacTaBuTeNsMm) canTa
obyyatoLimxcs

6 | eTckune TekcT Ha | PasmMewaeTcs nHopMaumns o]
B6e3onacHble CanTbl | CTpaHuue peKkoMeHAYyeMbIX K WCMNOJIb30BaHUIO

canTa B y4yebHOoM npouecce 6Ge3onacHbIX
canTax, baHHepbl Bbe3onacHbIX

OeTCKUX CalToB.

OpraHam, OCYyLLeCTBAAILWNM ynpasJsieHne B Chepe obpa3oBaHuA,
pekoMeHAyeTCAa Ha CBOMX oduumanbHbiXx WHTepHeT-pecypcax obecneynTb
PYHKUMOHMPOBAHME CaMOCTOATE/IbHOroO U Ccrneunanm3npoBaHHOro pasnena
"MHpopMaumoHHasa 6e30nacHOCTL", B paMKax KOTOpPOro npenycMoTpeTb
pasMelleHne cnegytolen nHpopMaunn:



MpunnoxeHne N 1
NAMATKA
019 OBYHAKOLLNXCA OB MH®OPMALIMOHHOW BE30MACHOCTW OETEN
HEJ1b34

1. Bcem nogpsa coobuwaTb CBOK YaCTHYK WUHpOpMauutio (HacToswwme
uMsa, pammnuio, TenedoH, agpec, HoOMep LWKOJbl, a TakXe doTorpadun ceowu,
CBOEWN CeMbW 1 Opy3en);

2. OTKprBaTb B/NNOXKEHHbIE (paIZJ'IbI BﬂeKTpOHHOI;I Mno4Thbl, KOIr'da HE 3Ha€lWlb
OoTnpaBunTENA,

3. TpybuTb, NPUANPATHLCS, OKAa3biBaTb AaBJieHME - BeCTU cebs HeBeXIMBO
N arpeccuBHoO;

4. He pacnops»anca geHbramm TBoen cembn 6€3 paspelleHns cTapwmx -
BCerga cnpawmvsanm poauTenen;

5. He BcTpevainics ¢ WHTepHET-3HAaKOMbIMWU B peasibHOM >KU3HU -
NMOCOBETYWNCA CO B3POC/IbIM, KOTOPOMY [l0BEpSsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. YmTtaewb o cebe HenpaBay B WHTepHeTe -
coobum 06 3TOM CBOUM poanTensaM Uiam oneKyHaw;

2. MpurnawatT NepenncbiBaTbCsA, UrpaTb, 06MeHNBaTLCS - MPOBEPb, HET
NN MOJBOXa;

3. He3akoHHOe KonupoBaHue aiiioB B IHTepHeTe - BOPOBCTBO;

4. Bcerpa pacckasbiBal B3poCsbiM 0 npobnemax B CeTU - OHM BcCerpa
MOMOryT;

5. Wcnonb3ynm HacTporkm ©Oe30onacHOCTU U MPUBATHOCTWU, 4YTOObI He
MnoTEPATb CBOM aKKayHTbl B COLICETAX U APYrux nopTanax.

MO>XXHO

1. YBaxkan gpyrux nosb3osaTeneu;

2. MNonb3yewbca NHTEPHET-NCTOYHNKOM - feslan CCbIJIKY Ha Hero;
3. OTKpbIBal TOJIbKO T€ CCbIJIKN, B KOTOPbIX YBEPEH;

4. O6waTbCs 3a TMOMOLLbI B3POC/bIM - POAUTENWN, OMeKYHbl W
aAMUHUCTPALMS CanToOB BCcerga rnomMoryT;

5. Mpongn oby4yeHne Ha cante "CeTeBMYOK" U NOAYy4YM nacnopT
LUNPOBOro rpa>xaaHuHa!

MpunnoxeHue N 2
NHO®OPMALIMOHHAA NAMATKA
019 OBYHAKOLLMXCA ON1A PASMELLEHWA
HA OOUNLUNAJTIbHbIX NHTEPHET-PECYPCAX



C KaxgbiM rogomMm MosioOexu B NMHTEpHeTE CTaHOBUTLCA bosnble, a
LWKOJIbHUKN OOHM M3 CaMblX aKTUBHbIX MOJib30BaTeNEN PyHeTa. Mexnay Tewm,
nOMMMO OrpoMHOI0 KoJZiIn4ecTBa BO3MO>XXHOCTEWN, MHTEPHET HECET ” I'IpO6J'IeMbI.
dTa NaMsaTKa O0JIKHa noMoyb Tebe 6e30nacHO HaxoaAUTbLCA B CETU.

KoMnbloTepHble BUPYChI

KoMNbIOTEPHLIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHLIX MPOrpamm,
OT/INYNUTENILHON  0COBEHHOCTbLIO KOTOpOW  ABNSeTCA  CNoCOBHOCTb K
pa3MHOXeHuto. B ponosiHeHMe K 3TOMy, BUPYCbl MOryT MOBpeauTb Wan
MOMHOCTbIO  YHUYTOXWUTb BCe (almnbl U  OaHHble, MOAKOHTPOJIbHbIE
Mosib30BaTEsN0, OT MMEHN KOToporo 6bina 3anylleHa 3apa>XeHHas nporpaMmma,
a Tak>Xe NoBpeanuTb UM OaXKe YHUYTOXXUTb OMNEPALMNOHHYIO CUCTEMY CO BCEMMU
dannamum B Luenom. B BONbLINHCTBE C/ly4aeB pPacrnpoCTPaAHATCHA BUPYChbl Yepes
WHTEpHeT.

MeToAbl 3aWNTbl OT BPEAOHOCHbLIX MPOrpamMm:

1. Wcnonb3yW COBPEMEHHbIE OMepauMoHHblE CUCTEMbI, WMetolme
Cepbe3HbIli YPOBEHb 3aLLUTblI OT BPE€AOHOCHbLIX NPOrpamMmM;

2. [locToAaHHO YycTaHaBAuBanM nadyTn (undposble 3anjaTKu, KOTopble
aBTOMaTUYECKN yCTaHaBAMBAOTCA C Lenblo fopaboTKn nporpamMmbl) U apyrue
obHOBNEHMA CBOEW onepaunoHHoW cuctembl. CkadymBam UX TOJNbKO C
opuumanbHoro camta paspabotynka OC. Ecim cywecTByeT pexum
aBTOMaTU4YeCKOro obHOBNEHUS, BKJIOYM €ro;

3. PaboTanm Ha cBOeM KOMMbIOTEpPEe MNohg MpaBaMu MNOMb30BATENS, a He
agMUHUCTPaTopa. I3TO He no3BOAMT 60JbLUMHCTBY BPEOOHOCHbIX MPOrpamMm
MHCTaJI/IMPOBATbLCA Ha TBOEM MepPCOHa/IbHOM KOMMbIOTEpPE;

4. Wcnonb3yh aHTUBMPYCHble MNPOrpaMMHbIE MPOAYKTbl MN3BECTHbIX
nponsBoauTenen, C aBToMmaTuyeckum obHoBneHnem 6as;

5. OrpaHunyb GU3NYECKNN OOCTYMN K KOMMbIOTEPY OJ151 MOCTOPOHHUX JINL;

6. Mcnonb3yin BHeLWHMe HOCUTenu WHpopMauuu, Takue Kak qrewka,
ONCK nnu pannn N3 UHTepHeTa, TOJIbKO N3 MPOBEPEHHbLIX UCTOYHUKOB;

7. He oTKpbiBa KOMMNblOTEpPHbIe (ansibl, NoJly4YeHHble U3 HeHaOeXHbIX
NCTOYHUKOB. [a)ke Te pannbl, KOTOpble MNpUCAan TBOW 3HAKOMbIN. Jly4ywe
YTOYHW Y HEro, oTrpasnan M oH Tebe ux.

CeTtun WI-FI

Wi-Fi - 3To He BMA nepepayn JaHHbIX, HEe TEXHONOrmsa, a BCero Jnlb
6peHa, mapka. Ewe B 1991 roay HMaepsaHOCKas KOMMNaHMA 3aperncTpuposasia
6peng "WECA", 4yTo ob6o3Ha4vano cnosocovyeTaHue "Wireless Fidelity", koTopbin
rnepesBoanTCA Kak "becnpoBogHas TOYHOCTb".

[lo Hawero BpeMeHW fowsia Apyras abbpesnaTypa, KOTOpas ABNAETCH
Takon e TexHonormewm. 310 abbpeBmaTtypa "WIi-Fi". Takoe Ha3BaHue ObINO
0aHO C HAMeKOM Ha CTaHAapT BbiCllen 3ByKOBOW TexHUKN Hi-Fi, 4To B nepeBoae
O3Ha4vaeT "BblCOKasA TOYHOCTbL".

Ha, 6ecnnaTHbIN WMHTEPHET-4OCTYN B Kade, OoTensx un aspornopTax
ABNAETCA OTJINYHOMN BO3MOXXHOCTbIO BbIXO4a B MHTEpPHET. HO MHOrme skcnepThl
cYuTaloT, 4TOo obwepnocTynHble Wi-Fi ceTn He aBnsatoTcsa 6e3onacHbIMN.

CoBeTbl o 6e3onacHocTy paboTbl B 06WenoCcTynHbIX ceTsax Wi-fi:



1. He nepepnaBan CBOW NIMYHYIO MHGPOPMaLMio Yepe3 obwenocTynHbie Wi-
Fi ceTn. PaboTasa B HUX, XenaTenbHO He BBOAMUTb Mapoan AOCTyNa, JIOrUHbI U
KaKne-To HOMepa;

2. Wcnonb3ym n obHOBNAN aHTUBUPYCHbIE MporpaMmbl U BpaHamayep.
Tem cambIM Thl 0be3onaculb cebs 0T 3aKavyku BMpPyCa Ha TBOE YCTPOMCTBO;

3. Mpu wucnonb3zoBaHunm Wi-Fi oTkawum QyHkumo "Obwunn poctyn K
harvnam n npuHTepam". [aHHaa (YHKUMA 3aKpbiTa MO YMOJIYAHMUIO, OAHaKO
HEeKOTOopble MNoJib30BaTeNIM akKTUBUPYIOT ee AnA yanobcTBa MCNONb30BaHUA B
paboTe nnum y4ebe;

4. He wucnonb3ynm nybnudubin WI-FI gnsa nepenavu JSNYHbIX AAHHbIX,
HanpuMep 014 BbiIX0o4a B COUMasibHble CETU WX B SJIEKTPOHHYIO MOYTY;

5. Ucnonb3yn ToNbKO 3aWmuieHHoe coeanHeHne 4yepes HTTPS, a He HTTP,
T.e. npn Habope Beb-anpeca BBoan nmMmeHHo "https://";

6. B MmobunbHOM TenegoHe oTkKA4YU GyHKUUo "MogknatodeHune K Wi-Fi
aBTOMaTM4ecKn". He ponyckam aBTOMaTU4Y4eCKOro nogkovyeHus yCTPpONUCTBa K
cetam Wi-Fi 6e3 TBoero cornacums.

CoumnanbHble ceTun

CounanbHble CEeTU aKTMBHO BXOASAT B Hally >XW3Hb, MHOrMe AW
paboTaloT M XWMBYT TaM NOCTOSAHHO, a B Facebook yxxe 3apermctpupoBaH
MUINAPA YesIOBEK, YTO SIBNAETCHA OAHOW CeAbMOW BCEX >XUTENiel MaHeThI.
MHorve nonb3oBaTeNM He MOHMMAOT, YTO UHpoPMaLUs, pa3MelleHHasa UMK B
COLIManbHbIX CETAX, MOXKET ObITb HalWAeHa N UCNOoJIb30BaHa KEM yroiHo, B TOM
yucne He obs3aTeNbHO C 61arMMm HaMepeHUs MK,

OcCHOBHble coBeTbl Mo 6e30NacHOCTU B COLUMANIbHBLIX CEeTAX:

1. OrpaHnyb cnucok ppysen. Y Teba B [py3bsaxX He [OO0JKHO ObiTb
C/ly4anHbIX N HE3HAKOMBbIX S04 en;

2. 3awMmulain CBOK YacTHYI XWU3Hb. He yKa3biBal naposn, TesiedoHbl,
agpeca, QnOaTy TBOEro POXAEHWS W  OPYrylo JINYHY0  UHDopMauuio.
3/10YMBbILUJIEHHUKM MOFYT MCMOJIb30BaTh [a)ke MHGOPMaLMI0O O TOM, KaK Thbl U
TBOW POAUTENM NJIAHUPYETE NPOBECTU KAHUKYJIb;

3. 3awumian cBOK penyTauuio - OEepXWN ee B YNCTOTe U 3apasan cebe
BOMpPOC: XoTen Obl Tbl, 4TOOLI Apyrve nosib3oBaTeNn BuUAENN, 4YTO Thbl
3arpyxaews? [logyman, npexpae 4YeM 4To-To onybnmkoBaTb, HanucaTb W
3arpy3unTb;

4. Ecnn Tbl FOBOPULLL C JIIOABMU, KOTOPbIX HE 3HaELllb, HE NCMOJIb3y CBOE
peanbHOE UMSA N APYFYO JNYHYIO MHGOPMaUWK: NMS, MECTO XXNTeNbCTBA, MECcTo
y4ebbl 1 npoyee;

5. N3b6eranm pasmeweHusa dpotorpacdpun B NHTepHeTe, rae Tol n3obpakeH
Ha MEeCTHOCTMU, MO KOTOPON MOXXHO ONpefesiNTb TBOE MeCTOMNOJI0KEHUE;

6. MNpun perncrtpaunnm B cCouUManbHOW cCeTn HeobxoOMMO WCMNOJb30BaTb
C/IOXKHbIE Mapoan, cocTtosdwme n3 BykB U UUPP U C KOMYECTBOM 3HAKOB He
MeHee 8§;

7. Ona couwanbHOWM ceTW, MOo4YTbl W [JPYrnx CcanmTtoB Heobxoonmo
NCnonb3oBaTb pa3Hble naponn. Toraa ecnam Tebs  B3sOMakT, TO
3/I0YMbILLNEHHUKWN NONyYaT AOCTYMN TO/IbKO K 0AHOMY MecCTy, a He BO BCe Cpa3sy.

DNIeKTPOHHbIE OeHbIn



DNEeKTPOHHble AEeHbIM - 3TO O4YeHb YAOOHbLIN crioco® nnaTexxen, oaHaKo
CYLLLEeCTBYIOT MOLUEHHUNKW, KOTOPbIE XOTAT MNONY4YUTb 3TW AEHbIMW.

DNIEKTPOHHbIE OEHbIM NOSIBUINCL COBCEM HEQABHO M MMEHHO U3-3a 3TOro
BO MHOIMX FrOCy4apcTBax A0 CUX NOP HE NMPOMMUCAHO NPO HUX B 3aKOHaX.

B Poccum e oHN PYHKLMNOHMNPYIOT U O HUX Y>Ke MPOornncaHo B 3aKOoHe, rae
UX pa3fenstoT Ha HEeCKOJIbKO BUAOB - aHOHUMHbIE U He aHOHUMHble. Pa3Hnua B
TOM, YTO A@HOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcsa NPOBOAUTbL omnepaumnm
6e3 wnpeHTUdUKauMM Monb3oBaTeNd, @ B HEAHOHUMHbIX WAEHTUpUKaLNS
nonb3oBaTens ApnsgeTca oba3aTeNbHON.

TakXe cregyeT pasnydaTb JIEKTPOHHble (MaTHble AeHbrn (paBHbI
rocyaapCTBEHHbIM BaJlloTaM) N 3JIEKTPOHHbIE HedUuaTHble OeHbrn (He paBHbI
rocygapCTBEHHbIM BasilOTaM).

OcHoBHble coBeTbl Mo be3onacHon paboTe C 3N1EKTPOHHbIMU LEeHbraMu:

1. MpuBsXn K cHeTy MOBMNAbHbLIM TenedoH. I3TO caMblh YyOOBHLIN 1”
BbICTpbIN CNOCOO BOCCTAHOBUTbL [AOCTYN K cyeTy. [lpuBA3aHHbIA TenedgoH
nomoXkeT, ecnn 3abyaelb CBOW MAAaTEXHbIN Naposb WM 3anfelb Ha CanT C
He3HaKoMOro yCTPOUCTBa;

2. Wcnonb3ynn opHopa3oBble mnaposu. lMocne nepexofa Ha YCUIEHHYHO
aBTopu3aumio Tebe yxe He ByaeT yrpoXaTb OMacHOCTb KPaXKu Uaun nepexsaTa
nJjaTeXXHoro napons;

3. Bbibepu cnoxHbIN naposb. NpecTynHkaMm byaeT He NpoCTo yragaTb
CNOXHbLIN Naposib. Hage)xHble napoan - 3TO Maposin, KOTopble COAep>XaT He
MeHee 8 3HAKOB M BKJIIOHAIOT B €ebs CTpoYHbIE N NPONUCHbIe BYKBbI, LGPl K
HECKOJIbKO CMMBOJIOB, Takue KakK 3HaK pJoJsiiapa, (pyHTa, BOCKAUUATESIbHbIN
3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOU JINYHbIE AAaHHbLIE Ha CanTax, KOTOPbIM HE AOBEpPAELLb.
3J'IeKTpOHHaFI Mno4Ta

INEeKTPOHHAs NoYTa - 3TO TEXHOJIOrNA KU NpenocTaBsseMble et yCayru no
rnepecbisIKe U NOJTYHYEHUIO 3NIEKTPOHHbIX COODLLEHNIN, KOTOPbLIE pacnpeaenstoTcs
B KOMMbloTepHON ceTn. OObIYHO 3NEKTPOHHbLIA MOYTOBbLIM SALWMK BbIrNaguT
chepgywoowmm  obpasom: MMA_Mosib3oBaTeNsa@uUMsa_goMeHa. Takxe Kpome
rnepena4un nNpPocToro TekKCcTa, MMeeTCss BO3MOXXHOCTb nepefasaTb panibl.

OCHOBHbIe coBeThl Mo 6e3omnacHon paboTe C 3N1eKTPOHHOM NOYTOM:

1. Hago BbibpaTb MpaBUIbHbIA MOYTOBbLIN CepBUC. B mHTepHeTe ecTb
OrpoOMHbIN BbIOOp 6ecnnaTHbIX MOYTOBbLIX CEPBMUCOB, OAHAKO Jly4lle AO0BEpPATb
TeM, KOro 3Haellb N KTO MepBbivi B PENTUHTE;

2. He ykasblBah B JNIMYHOW MNoYTe JIMYHYKO WHGopmMmauuio. Hanpumep,
ny4uwe BblbpaTb "My3blKasbHbIN_(haHaT@" nam "pok2013" BmecTo "Temal3";

3. Wcnonb3yn AByx3TanHyw asBTopu3auuio. ITO Korga nomMmMMo Mapons
HY>XHO BBOOWTb KO, NpUCblslaeMbin No SMS;

4. Bbibepn CNOXXHbIN Naposb. ONa Ka)KAoro noyYToBOro SAWMKa LOJIKEH
OblITb CBON HafEeXHbIN, YCTONYUBBLIA K B3JIOMY Maposib;

5. Echm ecTb BO3MOXXHOCTb HammcaTb CaMOMy CBOW JIMYHbIA BOMpPOC,
NCMoNb3yn 3Ty BO3MOXHOCTb;



6. WNcnonb3ym HECKOJSIbKO MNOYTOBbIX SAWWMKOB. [lepBbli ON8 4YaCTHOW
nepennuckn c agpecatamm, KOTOPbIM Tbl AOBepsAellb. ITO 3NEKTPOHHbIN agpec
He HafOo UCMOoNb30BaTb NPU perncTpaunm Ha opymax n cantax;

7. He oTKpbiBan hannbl n gpyrve BJAOXKEHUA B NMUCbMax, La)Ke eC/in OHU
NpULWAN OT TBOUX ApYy3en. Jlyywe yTO4YHN Y HUX, OTNPaBnaan nm oHn tebe 3tu
hannebl;

8. MNocne okoH4YaHMA paboTbl Ha MOYTOBOM CepBUCE Nepepn 3aKpbiTUeM
BKJIaOKWN C cCanToM He 3abyab Ha)kaTb Ha "BbinTn".

KnbepbynnvHr unm BupTyasibHOE M30eBaTeNbCTBO

KnbepbynnmHr - npecnepoBaHme  coobuieHmammn, coaepxaliumm
ockopbneHus, arpeccuio, 3anyrmBaHue; XYJINFaHCTBO; coumanbHoe
6oMKOTMpPOBaAHME C MOMOLLLIO Pa3/INYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl Mo bopbbe ¢ KnbepbynanHrom:

1. He bpocaincsa B 6bon. Jlyqwmnm cnocob: nocoBeToBaTbCA Kak cebs BeCcTu
N, eCnn HeT TOro, K KOMy MOXHO 0bpaTuTbCA, TO BHavasle yCrnokouTbCA. Ecam
Tbl HayHelWb OTBe4YaTb OCKOpbAeHMAMU Ha ockopbneHus, TO TOJIbKO eLe
Bbonblue pa3oxKellb KOHPINKT;

2. Ynpasnanm csoen knbeppenyTtaumnen;

3. AHOHMMHOCTb B CeTU MHMMas. CylwecTBYOT Crnocobbl BbIACHUTb, KTO
CTOMT 3@ aHOHMMHbIM aKKayHTOM;

4. He CTOMT BECTU XYyJIMraHCKUIA ob6pa3 BMPTYasbHOW XW3HU. VIHTepHeT
bMKCUpyeT BCe TBOM MENCTBUA U COXPaHSeT uUX. YOanuTb ux bynaeT KpaliHe
3aTPYOAHUTENBHO;

5. Cobntopgan cBow BUPTYyasbHYIO YeCTb CMON0AY;

6. WrHopmpym eauvHu4HbIA Heratue. OgHopa3oBble oCKopbuTenbHble
coobuwieHnsa nydwe wurHopupoBaTb. O6bIMHO arpeccmsa npekpawlaeTcs Ha
Ha4YaNlbHOW CTaawuu;

7. baH arpeccopa. B nporpammax obmMmeHa MrHOBEHHbIMK COODLLEHNSAMN, B
COLMaNbHbLIX CETSAX eCTb BO3MOXHOCTb OJIOKMPOBKK OTMPaBKM COOOLLEHNN C
onpenesieHHbIX aApecos;

8. Ecnm Tbl cBnpgetenb KmbepbynauHra. TBou AENCTBUSA: BbICTYMUTb
NpoTUB MnpecnefoBaTens, MnokasaTb eMy, 4TO €ro AencTBUS OLEHMBAlOTCHA
HeraTUBHO, NMoAAep>XaTb XEepPTBY, KOTOPON Hy>XHa MCUXOJSIOrMYeCcKas MOMOLLb,
CoOBLLMTb B3POC/bIM O (haKTe arpeCcCMBHOro NOBEAEHNSA B CETU.

MobunnbHbIN TenedgoH

CoBpeMeHHble cMapT(OHbl M MNJaHWeThbl coaep)XaT B cebe BnoJsHe
B3pOC/blM  PYHKUMOHaAN, WU Tenepb OHM MOFyT KOHKYpupoBaTb CO
CTauMoHapHbIMMN KoMMbloTepamn. OOHAKO, CPeACTB 3aluTbl AN9 NoA00HbIX
YCTPOMNCTB MOKa O4YeHb Masio. TeCcTUpoBaHME WU MOUCK YA3BUMOCTEN B HUX
nPONCXoauT He TaK WHTeHCUMBHO, Kak gansg (1K, To »Xe camoe KacaeTcd u
MOBUABHBIX MPUTOXKEHU.

CoBpeMeHHble MobunbHble Opay3epbl YyXe MNpakKTU4Yecku [orHanam
HaCTOJIbHblEe aHanorM, ogHaKo paclupeHne GyHKLUMOHaNa Bfe4vyeT 3a cobol
60NbLUYIO C/IOXKHOCTb Y MEHbLUYIO 3aMLLEHHOCTb.

[laneko He BCe MpPou3BOAMTENN BbINYCKalOT 0OHOBNEHUSA, 3aKpbiBaloLne
KpUTMYEeCKMEe ySI3BUMOCTWN AN CBOMX YCTPOWNCTB.



OcHoBHble coBeTbl Anga besonacHoCcTN MobunbHOro TenedoHa:

Hvu4yero He gBngeTca Mo-HacToALeMy becnnaTHbIM. Bbyob OCTOpOXXeH,
BeOb Korpa Tebe npennaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTyT ObITb
CKPbITbl KaKMe-TO niaTHble YCnyru,

Oyman, npexpe 4em oTnpasuTb SMS, ¢oTto wanm Bugeo. Tbl TOYHO
3HaelWb, rae oHn 6yayT B KOHEYHOM ntore?

Heobxoonmo o6HOBNATL ONEpPaLNOHHYI0 CUCTEMY TBOEro cCMapTdgoHa;
Ncnonb3yn aHTUBUPYCHbIE MPOrpamMmbl A5t MOBUNbHBLIX TeNedOoHOB;

He 3arpy>xai npuaoXXeHus oT HEUM3BECTHOr0 UCTOYHUKA, BEAb OHU MOTYT
coaepXaTb BPeAoOHOCHOE NporpaMMHoe obecrnevyeHue;

Mocne TOro Kak Tbl BbiAeLWb C CanTa, rae BBOAWUI JIMYHYIO MHOopMauuio,
3anan B HaCTponkn bpaysepa u yganm cookies;

MNepnoanyeckn npoBepPS, Kakue MnaaTHble YCyrn akTUBUPOBaHbI Ha
TBOEM HOMepE;

NaBai cBo HOMep MOBUAbHOrO TenedoHa TONIbKO JIAAM, KOTOPbIX Thbl
3Haellb M KOMY [0Bepsellb;

Bluetooth pmosxeH ObITb BbIK/IOYEH, KOrga Thl MM He MoJjib3yelibcs. He
3abbIiBail MHOr Aa NPOBEPATHL 3TO.

Online nrpsbl

CoBpeMeHHble OHJIAMH-Urpbl - 3TO KpacOYHble, 3axBaTblBaloLiMe
pa3BieyeHus, obbegnHsaWmMe COTHM ThbICAY YesloBeK Mo BCeMY Mupy. rpoku
NccnenyrT AaHHbIA MM MUp, obuiatoTca Apyr C APYroM, BbIMOJHSAT 3a4aHus,
CPaXkalTCs C MOHCTPaMM U MOJIyYaloT OnbIT. 3a YAOBO/ILCTBUE OHW MIATAT:
NMOKyNalT ANUCK, ONJIa4YnBaOT aboHEMEHT uan NnpnobpeTatoT Kakme-To onumu.

Bce 3Tn cpencTea mayT Ha NoAAep>XaHWe U pasBUTUE UTPbl, @ TakXe Ha
camy 6e30MacHOCTb: COBEPLUEHCTBYOTCS CUCTEMbI aBTOPM3aLMK, BbIMyCKalOTCS
HOBble NaTyu (UnpoBble 3an1aTKN ON1S NPOrpamMM), 3aKpPbIBalOTCSA YSA3BMMOCTMW
CepBEpPOB.

B nomobHbIX urpax CTOUT OMacaTbCH HE CTOJIbKO CBOUX COMEPHUKOB,
CKOJIbKO KpaXku TBOEro naposs, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOopuU3auunmn
bonbLIMHCTBA Urp.

OcHoBHbIe coBeTbl N0 be3onacHOCTU TBOEro NrpoBOro akkayHTa.

1. Ecnn pgpyron wurpok BepeT cebs nnoxo wam cospaet Tebe
HeNpPUATHOCTK, 3abNOKUPYIN ero B CNNCKE UFPOKOB;

2. lMoxanyncs agMuUHUCTpaAToOpaM WUrpbl Ha MJoxoe noBefeHme 3TOro
UrpokKa, »KenatesibHO NMPUJIOXKUTb Kakne-To gOoKa3aTes/ibCTBa B BUAe CKPUHOB;

3. He yKasbiBa N1M4YHYO MHpOpMaLunio B Npodanie nrpbl;
4. YBa)kal Opyrmux y4aCcTHUKOB MO Urpe;

5. He ycTaHaBnmBan HeouMLUMabHbIE MAaTYN N MOAbI;

6. Icnonb3yn CNOXXHbIE U pa3Hble Naposu;

7. Daxe BO BpeMs Urpbl He CTOUT OTKJ/KYaTb aHTuBUpyC. loka Thl
nrpaellb, TBON KOMMbIOTEP MOryT 3apa3unTb.

OUWNHE nnn Kpa>Xa JINYHbIX OaHHbIX



O6bl4HON KpaXxen p[eHer W [OKYMEHTOB CerofHsi yXe HUKOro He
yOUBULWb, HO C pPa3BUTUEM  UHTEPHET-TEXHOJIONMN  3J10YMbILLJEHHUKN
nepemMecTuinCb B UHTEPHET, U MPOAO/HKAIOT 3aHMMaTbCA "NtobnMbiM" genom.

Tak nosiBMiaCb HOBasA yrposa: MHTEPHEeT-MOLEHHNYeCTBa UAN QULLIVHT,
rnaBHas UeNlb KOTOPOro COCTOUT B MOJIYYEHUU KOH(pUOEHUMaNbHbIX AAaHHbIX
rnosib30BaTesiIen - JIOrMHOB N Naponen. Ha aHrNMnckoMm fAsbike phishing YntaeTtcs
Kak punwmnHr (ot fishing - peibHas nosns, password - napob).

OCHOBHble coBeThl Mo 6opbbe ¢ PULLNHIOM:

1. Cnepn 3a CBOMM akKayHTOM. Ecnm Tbl nofo3peBaellb, YTO TBOSA aHKeTa
6bina B3N1OMaHa, TO Heobxooumo 3abnokmpoBaTb e€e U coobwnTb
aAMUHUCTPaTopaM pecypca 06 3TOM Kak MOXXHO CKOpee;

2. Ncnonb3yin 6e3onacHble Beb-canTbl, B TOM 4Yucne, UHTepHeT-MarasnHoB
M MOUCKOBbIX CUCTEM;

3. Ncnonb3yn Cno)XHble uU pasHble napoau. Takum obpasoMm, ecnm Tebs
B3/IOMAIOT, TO 3JIOYMbILWIEHHUKW Moay4YaT AOCTYN TOJIbKO K OAHOMY TBOeMYy
npodusito B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3nomanm, To Heobxogmmo npenynpeanTb BCEX CBOUX
3HAKOMbIX, KOTOpble fobasneHbl y Tebs B Apy3bsx, O TOM, 4TO TebsA B3nOManu
N, BO3MOXHO, OT TBOero uMMeHm OypeT paccbllaTbCA CrMaM U CCbUIKM Ha
hnwnHrosble canThbl;

5. YcTaHoBM HagexHbin napoab (PIN) Ha MobunbHbIN TenegoH;
6. OTK/IO4YN coXpaHeHue naponsa B bpay3epe;

7. He oTKpbiBan annbl N gpyrve BJIOXKEHUA B NMUCbMax, LaXKe eC/In OHU
NpULWAN OT TBOUX ApYy3en. Jlyywe yTOYHN Y HUX, OTNPaBnaam nm oHn tebe 3tu
hannbl.

LUndpposasa penytaumsa

LinppoBasa penytaumsa - 3To HeraTUBHasA WM NO3UTUBHAA UH(OPMaLKMAa B
ceTn o Tebe. KomnpomeTupyoLwasa nHOoOpMaLnsa, pa3MelleHHass B UHTEPHETE,
MOXEeT cepbe3HbiM o06pa3oM OTpa3nuTbCA Ha TBOEW peasibHOM >XXU3HW.
"Ungpposas penyTtaymsa" - 3TO TBOW UMULXK, KOTOpPbIA QopMUpyeTca U3
nHpopmaunm o Tebe B UHTepHeTeE.

TBoe MeCTO XUTeNnbCTBa, yqe6b|, TBOE (PMHAHCOBOE TMOJIOXKEeHUe,
0CoBeHHOCTMH XapaKTepa U pacCCKa3sbl O 61M3KMX - BCe 3TO HakKanJuvBaeTCsa B
ceTn.

MHoOrne noapoCTKU JIErKOMbIC/IEHHO OTHOCATCA K nybnmkauumm AnYHOWN
nHpopmaunm B UHTepHeTe, HE MOHMMas BO3MOXXHbIX NOCNeACTBUN. Tbl fa)Ke He
CMOXellb goragatbCAa O TOM, 4TO dpoTorpadpusa, pasMelweHHas 5 net Hasag,
CTasla NPUYNHOW OTKa3a NPUHATL Teba Ha paboTy.

KoMMeHTapumn, pasMelleHmne TBOUX qoTorpamm v gpyrve OencTeus
MOryT HE UCYE3HYTb Aa)Ke Nocsie TOro, Kak Tbl UX yAananwb. Tbl HE 3HaeWb, KTO
COXpaHwWn 3Ty WHpopmMaunio, nonajsa JnM OHa B TMOUCKOBblE CUCTEMbI U
coxXpaHunacb JIn OHa, a rJaBHoe: 4YTOo nogyMmaloT O Tebe okpyxKatowme noau,
KOTOpble HanJyT v yBUAAT 3T0. HanTn nHpopmaumio MHOro NeT CNyCcTa CMOXXeT
nobon - Kak n3 fobpbix NobyXKOeHUn, Tak U C HAMEpPEHNEM MNPUYUHUTL Bpes.
9TO MOXeT ObITb KTO Yro4HO.

OcCHoOBHble coBeTbl MO 3aWunTe LMUpoBon penyTaunn:



1. Moaoyman, npexpe 4eMm 4T10-TO NybsnMKoBaTb M nepepaBaTb y cebs B
6a0ore nnu B coynasnbHON CeTu;

2. B HacTponkax npounsa yCTaHOBU OrpaHU4YeHUs Ha NPOCMOTP TBOEro
npounasa N ero Cooep>XXmnmoro, caenan ero Tosbko "ona gpysen”;

3. He pa3mMewanm n He ykasbiBan MHGOPMaLUIO, KOTOpas MOXXET KOro-
nnbo ockopbnaTb nnm obumxaTb.

ABTOpCKOe npaBso

CoBpeMeHHble LKONbHUKN - aKTMBHble MNoNb30BaTenn UUpPOBOro
npocTpaHcTBa. OO4HaKO [asieko He BCe 3HalT, Y4TO MNOJIb30BaHWE MHOrMMMU
BO3MOXXHOCTAMU  uucpoBoro mMupa TpebyeTr cobnwogeHns npaB Ha
WHTENNEKTYallbHY0 COBCTBEHHOCTb.

TepMUH "MHTennekTyasbHass COOCTBEHHOCTb" OTHOCUTCH K pPa3SIMYHbIM
TBOPEHMAM YeJsIOBEYECKOro yMa, HaymHas C HOBbIX M300peTeHMn N 3HaKOB,
obo03HavaLWwmnx cobCTBEHHOCTb Ha NPOAYKTbI U YCYI, N 3aKaHYNBas KHUraMu,
doTorpadmamm, KUHOPUNbMaMN U My3blKaJlbHbIMU NPON3BEOEHUSAMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTeNNEeKTYyallbHyl0 COBCTBEHHOCTL Ha
rnpou3sBefeHNs HaykKu, nutepaTypbl U UCKYCCTBa. ABTOpPCKME MpaBa BbICTyMaloT
B Ka4yeCTBe rapaHTuUu TOro, YTO UHTEesIIeKTYyasIbHbIW/TBOPYECKUA Tpyn aBTopa
He byneT HampacHbIM, OacT eMy CcrpaBefsinBble BO3MOXXHOCTUK 3apaboTaTb Ha
pesysbTaTax CBOero Tpyna, noJlyduTb U3BECTHOCTb U Npu3sHaHue. Hukto 6e3
pa3pelleHna aBTOpa He MOXXeT BOCMpPOU3BOAUTb €ero rnpowvsseneHue,
pacnpocTpaHATb, Ny6AMYHO AEMOHCTpUpPOBaTb, NpodaBaTb, MMMNOPTUPOBATbL,
nyckaTb B MpokKaT, Ny6/aMYHO NCNONHATbL, NOKa3biBaTb/MCNONHATL B 3chmnpe nnm
pa3MellaTb B NIHTepHeTe.

Ncnonb3oBaHne "mupaTckoro" nporpamMmHOro obecneyeHnss MOXKeT
MPMBECTN K MHOMMM pUCKaM: OT MNOTepu JaHHbIX K TBOMM aKKayHTaM [o
610KMPOBKK TBOEro YCTPOWCTBa, roe yCTaHOBJIEHa HenerasabHas nporpaMmma.
He cTouT TakXxe 3abbiBaTb, 4TO CYLWECTBYIOT JserasbHble M 6HecnnaTHble
nporpamMmbl, KOTOPblE MOXXHO HANTWN B CETWU.

O nopTane

CeTeBUYOK.pg) - TBOW [IaBHbIA COBETYMK B CE€TU. 34eCb Tbl MOXELUb
y3HaTb 0 6e30MacHOCTU B CETU MOHSATHbIM W [OCTYMHbLIM $3bIKOM, a Npu
BO3HMKHOBEHUMN KPUTUYECKOW CUTyauum obpaTUTbCA 3a COBETOM. A Takxe
NPUHATb Yy4acTue B KOHKYpPCaX U CTaTb CaMbIiM LIMGPOBLIM rpa’kgaHnHOM!

MpunoxeHne N 3

NAMATKA ONa POOUTENEN OB MH®OPMAHMOHHOI7I BE3ONACHOCTH
OETEWN

OnpepneneHne TepMuHa "MHpopMaunoHHas 6Ge3onacHOCTb geten"
cogepxutca B depepanbHoM 3akoHe N 436-®3 "O 3awmTe gOetenm oT
MHGOPMaLUn, NMPUYNHAIOWEN Bpea UX 300P0OBbI0 N Pa3BUTUID", peryanpyoLwmnm
OTHOLUEHNS, CBSA3aHHble C 3alUTON AeTen OT WMHGopMauuu, NPUHUHSAIOLLEN
Bpen WwWx 340poBblo U (nam) passuTtuo. CornacHoO AaHHOMY  3aKOHY
"MHpopMaumoHHasa 6e30nacHOCTb aAeTen" - 3TO COCTOSAHNE 3aLUMNLLEHHOCTU, NMPn

KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHbIA C NpUYnHEHMeM nHhopMaunern epena



MX  300pOBbl0 M (Man)  U3nYeckoMmy, MCUXNYECKOMY,  OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHULO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHpopmMaunen, NnpuHnHSoLLENn
Bpen 340pOBbI0 U (MN) Pa3BUTUIO AeTeN, ABNAAETCS:

1. nHpopMauus, 3anpeleHHasa o9 pacnpocTpaHeHNs cpegn aeTen;

2. MHMOPMaLWs, pPacnpoCTPaHEHNE KOTOPOWN OrpaHMYeHO cpeaun aeTen
onpenesieHHbIX BO3PAaCTHbIX KaTeropun.

3. K nHdopMaunn, 3anpeLieHHon Ons pacrnpocTpaHeHUs cpean OeTen,
OTHOCUTCS:

4. wvHdbopmMmaumnsa, nobyxpawwas aOeTen K COBEPLUEHUIO OeNCTBUR,
npeacTaBAAWNX Yrpo3y WX XU3HU N (UIK) 340pOBbIO, B T.4. MPUYUHEHUIO
Bpena CBoeMy 340p0OBb0, CaMoybuncTay;

5. cnocobHOCTb BbI3BaTb Yy AeTel XenaHue ynotpebuTb HapKoTUYeckune
CpencTBa, MNCUXOTPOMHble M (MNKM) odypMaHMBalowMe BewecTBa, TabayHble
n3nennsa, asKorosbHyl U CNMPTOCOAEPKALLY0 MPOAYKLUMIO, MUBO U HAMUTKW,
M3roTaB/IMBaeMble Ha €ro OCHOBE; MPUHATb Yy4acTuMe B a3apTHbIX WUrpax,
3aHUMaTbCSA NPOCTUTYUNEN, BPOASIKHNYECTBOM UJIN MOMNPOLLIANHNYECTBOM;

6. obocHoBbIBalOLWAs WX onpasAbliBatowlas AONYCTUMOCTb Hacunmsa wu
(nnn) xXectokoCcTn nmMbo nobyxxpawwaa OCyWeCcTBAATb HACUIbCTBEHHbIE
0eNCTBUSA NO OTHOLWEHUIO K NIIOASAM U XKUBOTHbIM;

7. oTpuuawowasa ceMenHble LEeHHOCTU N (PopMUPYIOLLLAs HeyBaXkeHue K
poauTenam n (Mnu) opyrum 4sieHam cemMmbi;

8. onpaBAabliBatoLLas NpoTMBONPaBHOE NoBeneHue;
9. copep>kallas HeueH3ypHyto bpaHb;
10. cogep>xkawasa nHpopmaumio NopHorpadpmnyeckoro xapakrepa.

K MHdopMaunmn, pacnpocTpaHeHWE KOTOPOW OrpaHMYeHO cpeaun neTen
onpenesieHHOro Bo3pacTa, OTHOCUTCS:

1. nHdopMaums, npeacTtaBnseMas B Buae n3obpa’keHus Uam onncaHus
YKECTOKOCTU, Pn3NYECKOro 1 (Mamn) NCUXMYECKOro Hacuansa, NpecTyrnjaeHns nunm
NHOro aHTMObLWEeCTBEHHOr0 AeNCTBUS;

2. Bbi3blBalOWas y geTem CTpax, yXac WIN MaHWUKY, B T.u.
npencrasnsemMas B Buae WuU300paKeHUs wnanM onucaHUa B YHWKaOLLEN
YyesioBe4yeckoe OOCTOMHCTBO (DOpMEe HeHaCUbCTBEHHOW cMepTwn, 3abonesaHuns,
camoybuncTea, Hec4YaCTHOro ciaydvyas, aBapum WM KaTacTpodbl U (Manm) mnx
nocnencTBumn;

3. npepnctasnsemMas B Buae un3obpaxkeHusa WUaM onucaHmsa MNoJIOBbIX
OTHOLUEHUN MeXOY MYXUYUHOW N XKEHLNHON;

4. copepxalwas OpaHHble C/oBa M BblpaXeHUs, He OTHocAlMecs K
HeLeH3ypHoW BpaHu.

C y4yeTom 3TOoro Bam npepnaratoTtca npasuna paboTbl B ceTn NIHTEpHeET
ONs  pas3/IMYHbIX BO3PaCTHbIX KaTeropumn, cobniwageHme KOTOpbiX MNO3BOJUT
obecneynTb NHPOPMALNOHHYIO 6E30NacHOCTb BalUMX OETEN.

Obwme npasuna ons pogutenen

1. HesaBucumo OT BoO3pacTa pebeHka WUCMOSb3yNTe MNpPorpamMmmMHoe
obecneyeHune, noMmorarwuiee GUIbLTPOBATb U KOHTPOIMPOBATb MHAOPMALMIO, HO



He nosaramTecb MOJIHOCTbIO Ha Hero. Bawe BHUMaHMe K pebeHKy - rnaBHbIN
MeTOop 3alNThI.

2. Ecnm Baw pebeHoK nmeeT akkayHT Ha OAHOM U3 COLMasIbHbIX CEPBMNCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru n T.n.), BHUMaTENIbHO MU3y4YUTe, KaKylo
WHOPMaLMIO NOMELLLAKT €ro y4aCTHUKM B CBOUX NMpodunsax u baorax, Bkao4vas
doTorpacun n Buaeo.

3. NpoBepbTe, C KAKNMU OPYrMMU CanTaMu CBSA3aH COUMalbHbIA CepBUC
Bawero pebeHka. CTpaHu4ku Bawero pebeHka moryT 6biTb Be3onacHbIMU, HO
MOryT U cogep>XaTb CCbIJIKN Ha HeXenaTeslbHble U ornacHble CanTbl (HanpuMmep,
MOPHOCAWT, WK CaWT, Ha KOTOPOM APYr YNOMUHAET HOMEpP COTOBOro TesiedpoHa
Bawero pebeHka nan Baw gomMmawHum agpec)

4. TMoowpante Bawwux peten coobwaTb 060 BCEM CTPaHHOM WU
OTTaJIKMBAOLWLEM N HE CJZIMWLKOM OCTPO pearnpynTe, Korga OHW 3TOo genatoT (13-
3a ornaceHus noTepsaTb OOCTYN K WMHTepHeTy OeTu He roBopAaT poauTensMm o
npobnemax, a TakXe MOryT HayaTb WUCMNosb30BaTb MIHTepHeT BHe OOMa U
LLIKONbI).

5. byabTe B Kypce CceTeBON XN3HM Bawero pebeHka. NHTepecynTechb, KTO
nX Opy3bs B IHTEPHET TakK )XXe, KaK MHTepecyeTeCb peasibHbIMU OPY3bAMMU.

Bo3pacT oT 7 oo 8 net

B WNHTepHeTe pebeHOK CTapaeTcs MNoCeTUTb Te€ WIN WHble CalTbl, a
BO3MOXXHO W 4YaTbl, pa3pelleHne Ha nocelleHne KOTopbIX OH He nosayyun 6bl oT
poaunTtenen. [lo3ToMy poaunTensam o0cobeHHO none3Hbl byayT Te OTYeThl,
KOTOpble NpenocTaBAATCA NporpamMMamMm MO OrPaHUYEHUIO WUCMOJIb30BaHUS
NHTepHeTa, T.e. POANTENLCKNI KOHTPOJIb WU TO, YTO Bbl CMOXETE YBUAETb BO
BpeMeHHbIX (hannax. B pesynbTaTe, y pebeHka He byneT owyulleHus, 4TO 3a
HUM BeOeTCs MOCTOSIHHbIA KOHTPOJIb, OAHAKO, poauTenn byayT Mo-npexxHemy
3HaTb, KakKme CcalTbl nocewaetr ux pebeHok. [leTn B [aHHOM BoO3pacTe
obnagaloT CUIbHBIM YYBCTBOM CEMbW, OHW OOBEPYMBbLI U HE COMHEBAlOTCHA B
aBTopuTeTax. OHM nbAT wrpaTb B CETEBble Urpbl U NyTeWecTBOBaTb MO
NHTepHEeTY, NCNoNb3ya 3N1EKTPOHHYIO MOYTY, 3aX0OAUTb Ha CaWTbl U 4YaTbl, He
peKOMEeHAOBaHHbIE poaUTeNAMMN.

CoBeTbl No 6e30nMacHOCTY B ceTu VIHTepHeT ana aeten 7 - 8 net

1. Co3pmanTe CNMCOK foMaWHUX npaBuia noceweHna WHTepHeTa npu
yd4acTum geten n Tpebynte ero BbiNOJIHEHUS.

2. Tpebynte oT Bawero pebeHka cobnooeHNsS BpPEMEHHbIX HOPM
HaxXoXAOEeHNs 3a KoMnbloTepoM. lMokaxxknte pebeHky, 4To Bbl HabnwpaeTe 3a
HUM He NOoTOMYy 4TO Bam 3To xo4eTcs, a noTomMy 4To Bbl becnokonTtecb 0 ero
6e3onacHOCTN 1 BCerga rotoBbl eMy NMOMOYb.

3. KoMmnbloTep C noakJyeHneM K VIHTepHeTy [0JKeH HaxoAUTbCs B
obLlelt KOMHaTe Noj NMPUCMOTPOM pPoaUTENEN.

4. cnonb3yinTe creynanbHble eTCKMe NOUCKOBbIE MaLLUHBI.

5. Ucnonb3yinTe cpenctBa 6JI0KMPOBAHUS HEXeNAaTeNIbHOMO0 KOHTEHTA Kak
NOMOJIHEHNE K CTaHAAPTHOMY PoanTesibCKOMY KOHTPOJIIO.

6. Co3ganTe CEMENHbIN 3NTIEKTPOHHbLIN AWMNK, 4TOObI HE NO3BO/INTbL AETAM
nMmeTb cObCTBEHHbIE aapeca.

7. BNoknpynTe AoCTyn K canTam ¢ 6ecnaaTHbIMU NOYTOBLIMU ALLMKAMU C
NMOMOLLIbIO COOTBETCTBYHOLLLEr0 NporpaMMHoro obecnevyeHus.



8. Mpuy4dunTe neTen coeTtoBaTbCs ¢ Bamun nepepn onybnnkoBaHneM Kakon-
nmbo nHgopMaunn CpeacTBaMmn 1EKTPOHHOW MOYThl, YHaTOB, PErNCTPALMOHHbIX
dopMm 1 npohunen.

9. Hayunte peTten He 3arpy>aTb annbl, NporpamMmmbl Uam My3biky 6e3
Ballero corsacus.

10. He pa3spelwante OeTsaM UCMOMb30BaTb CNY>XObl MTrHOBEHHOro obmeHa
coobLeHnamun.

11. B "benbin" CNNCOK CaWTOB, pa3peLleHHbIX O/ MOCEeLeHns, BHOCUTE
TOJIbKO CalTbl C XOpoLlen penyTaunen.

12. He 3abbiBanTe becenoBaTb C AeTbMU 06 Mx AOpy3bsax B WNHTepHeTe,
Kak ecnu Obl peyb Wa 0 ApY3bsxX B PeasibHOM XXU3HN.

13. He penante "Taby" w13 BOMPOCOB MOJIOBOWM >XWU3HWU, TaK KakK B
NHTepHeTe OeTn MOryT JlerkO HaTKHYTbCS Ha NopHorpaduio nam cantbl "ans
B3pocCabIx".

14. Mpuny4dnTte Bawero pebeHka coobwaTb BaM 0 ntobbIX yrposax wam
TpeBorax, cBA3aHHbIX ¢ MHTepHeToM. OCTaBanTeCb CNOKOMHbIMU N HAanNOMHUTE
OeTsaM, 4To OHM B Be30nacHOCTK, ecsin CaMun pacckasaim BaM O CBOMX TpeBorax.
NoxBannTe Ux N NOCOBETYNTe NOAONTM eLle pa3 B Nog0bHbIX Cry4vasx.

Bo3spacT pgeten oT 9 no 12 net

B maHHOM BO3pacTe OETW, Kak MpaBuJo, Y>Ke Hac/bllaHbl 0 TOM, KaKas
NHopMauna cyuwectsyeT B MHTepHeTe. CoBEPLUEHHO HOPMasjbHO, YTO OHW
XOTSAT 3TO YBUAETb, MPOYECTb, YC/biWATb. PN 3TOM HY)XXHO MOMHUTb, 4TO
JOCTYN K HeXenaTesibHbIM MaTepuasiaM MOXXHO Nnerko 3abnokupoBaTb npwu
nomMoLn cpeacTs PoaonTenbCKOro KOHTPOS.

CoBeTbl Mo 6e3onacHoCcTK anga netenm ot 9 no 12 net

1. Co3pmailTe CNUCOK [OMAalIHUX MpaBua noceuweHns WHTepHeT npwu
y4yacTum geTtein n TpebyiiTe ero BbIMOJIHEHUSI.

2. Tpebynte oT Bawero pebeHka cobniogeHns HOPM HaxXOXAEHUsS 3a
KOMMbIOTEPOM.

3. Habnwopgante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaAXUTE
eMy, 410 Bbl 6ecnokomnTecb 0 ero 6€30nacHOCTM K BCerga roToBbl OKasaTb €My
MOMOLLb.

4. KoMmnbloTep C noakso4vyeHnem B WHTepHET [OoJ/IKEH HaxoAUTbCS B
obLlelr KOMHaTe Noj NPUCMOTPOM pPoaUTENEN.

5. Ucnonb3yinTe cpenctBa 6JI0KMPOBaAHUS HEXENATESIbHOMO KOHTEHTA Kak
NOMOJIHEHNE K CTaHAAPTHOMY PoanTeibCKOMY KOHTPOJIIO.

6. He 3abbiBaliTe NpUHMMATb HEMoCPeACTBEHHOE Yy4acTue B >KU3HU
pebeHka, 6ecegoBaTh C AeTbMu 06 UX Apy3bsix B MHTepHeTe.

7. HactamBanmTte, 4T0Obl O€TW HMKOrga He COrnawalnCb Ha JINYHblE
BCTPEYU C Apy3baMn no MHTepHeTy.

8. MNo3BonsaAnTe geTaM 3axoOUTb TOJIbKO Ha CalTbl U3 "benoro" cnucka,
KOTOpPbIA CO34anTe BMecTe C HUMM.

9. MMpuyynTe pOeTel HuKoraa He BblAaBaTb JIMYHYKD MHMOPMaLMIO
CpencTBamMm 3JIEKTPOHHOW MOYTbl, YaTOB, CUCTEM MrHOBEHHOro obmeHa
coobLEeHNAMM, PerucTpauuoHHbIX  GOPM, JIMYHBLIX nNpodunen un npu
perncTpauum Ha KOHKYpCbl B IHTepHeTe.



10. [lpunyynte petem He 3arpyxaTb nporpammbl 6e3 Bawero
pa3peweHmnsa. O6bACHUTE UM, 4TO OHM MOTYT CAyYalHO 3arpy3nTb BUPYCbl NN
Apyroe He)xenaTesbHOE NporpamMmmHoe obecneyeHune.

11. Co3panTte Bawemy pebeHKy OrpaHU4YeHHyl0 Y4YeTHYl 3anucb Ans
paboTbl Ha KOMMblOTEpPE.

12. Mpuny4duTe Bawero pebeHka coobwaTb BaM O nt0ObIX yrposax wan
TpeBorax, cBfi3aHHbIX C WHTepHeTOM. HanomMHuTe pfeTaM, 4YTO OHM B
6e3onacHoOCTK, ecnm caMm pacckasanm BaM O CBOMX TpeBOrax u ornaceHusx.

13. PacckakuTte geTtam o nopHorpadgum B MHTepHeTe.

14. HactamBanTte Ha TOM, 4TObObI AeTW MPeaoCcTaBAsA/M BaM AOCTyn K
CBOEWN 3NEeKTPOHHOW no4yTe, 4T0bbl Bbl ybeamnucb, 4TO OHWM He obwialTCa C
He3HaKoMLaMW.

15. O6bsACHUTE OEeTAM, YTO Hesb3sl UCMOIb30BaTb CETb A1 XYJIUraHCTBA,
pacnpocTpaHeHns ChieTeH UK yrpos.

Bo3pacT geten ot 13 no 17 net

B 3TOM BO3pacTe NOAPOCTKU aKTUBHO MUCMOJIb3YIOT NMOUCKOBbIE MALUUHBI,
MONb3YITCA  3NEKTPOHHOW  no4yTon, cnyxxbamm MrHoBeHHoro obmeHa
COOOLLEeHNAMN, CKavynBaT My3blKy U (PpUAbMbl. MafnbyMkaMm B 3TOM BO3pacTe
bonblie NO HpaBy CMeTaTb BCe OrpaHMYeHus, OHU XaxxayT rpyboro omopa,
a3apTHbIX Urp, KAPTUHOK "ONnsa B3pocabix". IeBoYKN npeanoymTatoT obwaTtbCs B
yaTax, NpM >3TOM OHM ropa3fno 6Oonee 4YyBCTBUTENIbHbI K CEKCYasibHbIM
JoMoraTenbCTBaM B IHTepHeTe.

3a4yacTyto B [OaHHOM BO3pacTe poAUTEsNIAM YXe BeCbMa CJ/I0XKHO
KOHTPONMpPOBaTb CBOUX pfeTen, Tak Kak 00 VHTepHeTe OHU YyxXe 3HaloT
3Ha4YNTEeNbHO BoNblUe CBOMX poauTesien. TeM He MeHee, He OTnyCcKanTe geten
B "cBobonHoe nnaBaHue" no MHTepHeTy. CTapanTecb aKTUBHO y4aCTBOBaTb B
obuweHnn pebeHka B IHTepHeTe.

BaxHo no-npexHeMmy cTporo cobnwogaTte npaBuna  WNHTepHeT-
bes3onacHOCTM - cornaweHme Mexnay poaunTensmm m petbMu. Kpome TOro,
HeobX0AMMO KaK MOXXHO Yalule nMpocMaTpuBaTb OTYETbl O AEATENIbHOCTU AeTen
B MHTepHeTe. CnegyeT obpaTnTb BHMMaHWe Ha HeOBXOOMMOCTb COAEep>KaHMUSA
poanTeNbCKUX naposien (naposien agMMHUCTPATOPOB) B CTPOroM cCekpeTe u
0bpaTUTb BHUMaHNE Ha CTPOroCTb 3TUX Maposien.

CoBeTbl No 6€30nacHOCTM B 3TOM Bo3pacTe oT 13 no 17 net

1. Co3pganTe CNMCOK AOMAlUHMX NpaBwua noceweHua WHTepHeTa npu
y4yacTum NoapocTKoB u TpebynTte 6e3ycnoBHOro ero BbinoaHeHns. Obrosopute
C pebeHKOM CMUCOK 3anpeLleHHbIX CanToB ("4epHbIn cnncok"), 4acbl paboTbl B
NHTepHeTe, pykoBOACTBO Mo obuieHnio B MHTepHeTe (B TOM 4YucCe B YaTax).

2. KoMnbloTep € NOAK/IOYEHNEM K CceTU VIHTEPHET A0J/IXKeH HaXxoAuTbCs B
obLien KoMHaTe.

3. He 3abbiBanTe 6ecepoBaTb C AetbMm 06 Ux Apy3bsax B MIHTepHeTe, O
TOM, YEM OHM 3aHATbLI Takum obpa3oM, OyATO peyb NAeT 0 APYy3bSAX B peasibHOM
XN3HK. CnpawmvBanTe 0 nAAX, C KOTOpbIMM AeTu obuwarTca nocpencTtsoM
cnyx6 MrHoseHHoro obmeHa coobuieHnsamm, 4Tobbl ybeanuTbCcHa, 4TO 3T Aan
M 3HAKOMbI.

4. icnonb3yinTe cpeactBa 6J1I0KMPOBAHUS HEXeNaTeNbHOro KOHTEHTa Kak
NOMNOJIHEHNE K CTaHAAPTHOMY PoanTesibCKOMY KOHTPOJIIO.



5. Heobxoammo 3HaTb, KakuUMK YaTaMu nosb3ylTca Bawwu petw.
MoolwipanTe NCNOSIb30BaHNE MOAEPUPYEMbIX YHaTOB U HacTanBanTe, YToOblI AeTn
He o6Wanmcb B NpUBaTHOM peXXNME.

6. HacTtamBanTe Ha TOM, 4YTOObl AE€TU HUKOrAa He BCTPeYasncb JINYHO C
ApYy3baMU N3 ceTn MHTepHeT.

7. Tlpuyynte peTtenm He BblgaBaTb CBOKW JINYHYIO UHGpOpPMaUUo
CpeacTBaMM 3JIEKTPOHHOM MOYTbl, YaTOB, CUCTEM MrHOBEeHHOro obmeHa
coobuleHnaAMN, pPerncTpaumoHHbIX (opM, JNMYHbIX npocdunen wn  nNpu
perncTpaumm Ha KOHKypcCbl B IHTepHeTe.

8. Mpuy4nte geTen He 3arpyxaTb nporpamMmmbl 6e3 Balwlero paspeLwleHuns.
Ob6BbACHMTE UM, 4TO OHWM MOryT CJAy4YalHO 3arpy3mTb BUPYCbl UM [pyroe
HeXxenaTesNibHoe nNporpaMMHoe obecreyeHue.

9. Mpuy4nte Bawero pebeHka coobuwaTb BaM 0 NO6bLIX yrpo3ax wau
TpeBorax, CBfi3aHHbIX C WHTepHeTOM. HanomHuTe peTaM, 4YTO OHM B
6esonacHoOCTN, ecan CcaMu pacckaszananm BaM, O CBOMX yrpo3ax WIN TpeBorax.
MoxBanmTe UX N NOCOBETYNTE NOOONTU eLle pa3 B NOA0OHbIX Ciy4asX.

10. Pacckaxxute petsam o0 nopHorpacgpum B WHTepHeTe. [lomorute um
3alMTUTLCA OT cnaMa. Hay4ynTe NnoApOCTKOB He BblAaBaTb B VMIHTepHeTe cBoOero
peanbHOro 3/IeKTPOHHOro agpeca, He oTBe4YaTb Ha He)enaTesibHble NMUCbMa 1"
MCNoJ1b30BaTb CrneynasbHbie NoYTOBble PUIILTPbI.

11. Mpuyunte cebss 3HAKOMUTLCA C CalTaMu, KOTOpble mnocellaloT
NOLPOCTKN.

12. HayunTe peten yBa)kaTb OPYrnx B UHTepHeTe. Ybeaontecb, YTO OHMU
3HalOT O TOM, YTO MpaBuJia XopoLlero NoBefeHUsa LEeNCTBYIOT Be3fe - JaXe B
BUPTYaJibHOM MUpe.

13. O6bACHUTE OETSM, YHTO HN B KOEM cQlyHae HeJib34 UCMNOoJib30BaTb CeTb
ONnAa XynanraHcTtBa, pacrnpoctTpaHeHunsa criyieTted nianm yrpos Apyrmm JaoasaMm.

14. ObcyanTte Cc noapoCcTKamm npobaembl CETEBbIX a3apTHbIX UFP N KX
BO3MOXXHbI pUCK. HAaNOMHUTE, 4TO OETU HEe MOTYyT UrpaTb B 3TN UrPbl COrJlacHO
3aKOHY.

MOCTOAHHO  KOHTPONMPYWTE  uUcnonb3oBaHme WHTepHeTa  Bawwum
pebeHkoM! 3TO He HapylweHMe ero JINYHOro MNpoCTpaHCTBa, a Mepa
npPenoCTOPOXXHOCTU U NposiBaeHne Bawen poonTesnbCKOM OTBETCTBEHHOCTU Y
3a60ThI.



